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Basic information \

Identificat  ion

Units of SCU series: SCU-x-EC/x, SDU -x,SIO -xand SSB -x-x-x

Firmware Version: The firmware version is indicated on the
device rating plate

Hardware Version: The hardware version is indicated on the
device rating plate

BBH

BBHProducts GmbH
BottgerstralRe 40
92637 Weiden

Germany

phone +49961/482440

fax: +49 961 /4 82 44 33
e-Mail: info@bbh.net
2.2. Important information for use

The documentation is part of the product and contains important information on the
integration of the module into devices as well as on their operation and service. The
programming and parameterization of the devices are described in the programming
manual . Their exact knowledge and understanding is a mandatory prerequisite for
installation or modification of the device function or device parameters.

The documentation is intended for all persons involved in integration and installation
planning and who per  form assembly, installation, commissioning and service work on the
product.

The documentation must be made available to this group of persons in a legible condition.
Make sure that the persons responsible for planning and integration, plant and operation ,

as well as persons who work with the modules under their own responsibility, have read
and understood the documentation in full.

In case of ambiguities or further information requirements, please contact BBH Products
GmbH.
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Warranty claims

Compliance wi th the following documentation is a prerequisite for trouble -free
operation and the fulfillment of any warranty claims. Therefore, read the

documentation first before you start planning the integration and/or work with

the connected devices from BBH Produc ts GmbH!

Make sure that the documentation is made available in a legible condition to
integration and installation planners, employees and persons who carry out
assembly, installation, commissioning and service work on the product, to
persons responsible for the system and its operation, and to persons who work
on the devices under their own responsibility.

2.4. Liability exclusion

Observance of this documentation and the documentation on the connected

devices from BBH Products GmbH is a basic prer equisite for safe operation and
for achieving the specified product properties and performance characteristics.

BBH Products GmbH assumes no liability for personal injury, property damage or
financial loss resulting from non -observance of the documentation

Liability for material defects is excluded in such cases.

2.5. Copyright
© 2022 - BBH Products GmbH . All rights reserved

This document is subject to German copyright law. Copying, editing, distribution,
and every kind of processing outside the limits require the written consent of the
respective author, or rather, of the respective creator.

2.6. Brands

The product names mentioned in this documentation are brands or registered
trademarks of the respective titleholders.

EtherCAT isa technological standard for

.
EtthCAt‘- fieldbus systems

EtherCAT® is a registered trademark and a
patented technology, licensed by

Beckhoff Automation GmbH, Germany,
Deutschland.
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2.7. Supplied documents
The following documents must be read carefully andmust be considered during
installation.
1 Programmi ng manual SafePLC?
C HB-37480 -820 -01-xxF-DE programming Manual SafePLC ?
1 Programming manual  SCU:
C HB-37500 -820-10-xxF-EN SCU programmi ng manual
C HB-37500 -820-10-xxF-EN SCU programmi ng manual -SARC
9 Error list SCU series
C HB-37500 -813-02-xxF-EN error list SCU
- Error list SDU devices
C HB-37500 -813-03-xxF-EN error list SCU - SDU-modules
1 Validation report (validation according to SafePLC?2 print):
C Print of program ming software
1 Inspection report (TUV inspecti on report for type release of the assemblies SCU, etc. ):
C Inspeciton report SCU series.
1 Manufacturer documentation of the components integrated via the bus, and of the

directly integrated componen ts.

C Extern al Document s
xx = Placeholder for  the currently valid version
Always use the latest version of the documentation and software.
In case of ambiguities or further information requirements, contact the publisher directly.

If required, you can  also request the docum  entation in printed form from
BBH Products GmbH
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Symbol s and signal words
The following symbols and signal words are used in this documentation.
The combination of a pictogram and a signal word classifies the r espective

safety note. The symbol may vary depending on the type of hazard

‘ Symbol ‘ Signal word Description
A DANGER Draws yout attention to a dangerous situation
:__‘E A that will cause death or severe injury ifitis not
ol — avoided.
fa)
A WARNING Draws wour attention to a dangerous situation
% A that can cause death or _severe injury if itis not
% — avoide d
S o
o g
* _c§ c \ CAUTION Draws your attention to a dangerous situation
- 4 \ that can cause minorto moderate injury ,if itis
= C— not avoided.
£
ATTENTION Draws your attention to possible malfunctions _ and

material damage .

Material
damage

NOTICE Draws your attention to useful hints and tips that
can facilitate handling and operation.

No damage

SAFETY NOTE Draws your attention to the use and the effects of
safety information.

>

2.8.1. Safety information

The safety information applies not only to one specific action, but to several
actions within a topic. The pictograms used indicate either a general or
specific hazard.

Structure of a safety notice:

SIGNAL WORD .
Description of the hazard source

Type and danger of the source .

Possible consequences in case of disregard.
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Safety ‘

The following general safety instructions are intended to prevent personal
injury and damage to property. The operator must ensure that the basic
safety instructions are observed and complied with.

Make sure that the persons responsible for planning and integration, the
persons responsible for the plant and its operation, as well as persons who
work on the device under their own responsibility have read and understood

the operating instructions completely.

In case of ambiguities or further information r equirements, please contact
BBH Products.

3.1. General safety information

A Never install, commission or start damaged products. Please complain
immediately to transport company about any damage.

A Never open the device housing and / or never carry out modificatio ns
arbitrarily. Mortal danger due to the loss of safety functions.

A In case of improper use, incorrect installation or operation, there is a risk
of serious personal injury or property damage.

A Further information can be found in the documentation.

DANGER Working on the wiring or on the electric system can cause electric shock

Electric shock can cause death or severe injuries due to electric current.

Therefore, work on  the electric system may only be carried out by qualified
persons in according to TRBS 1203

(For qualified persons, knowledge of valid regulations and standards as well

as oft he valid accide nt prevention rules is presumed ).

NOTICE Work may only be carried out after the Installatio n manual has been read
carefully and if the installation manual is strictly observed.
The device data (technical data) must be considered.

NOTICE The content of this Installation manual is restricted to the basic function of
the devices. Programming and parametrizing of the devices is described in
the Programming manual. Exact knowledge and understanding of
programming and parametrization is the pre requisite for the installation and
the modification of both, the device function and the device parameters.

NOTICE The devices may only  be started (i. e. the start of an appropriate operation)
is only permitted in com  pliance with the specifications of the EMC Directive.
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Safety B B H

PRODUCTS

The underlying regulations are the EMC test regulations EN 55011 and
EN 61000 -5-2.

NOTICE The valid VDE regulations and other special safety regulations must be
observed.

NOTICE The configured monitoring functions, as well as their parameters and their
links must be proved by a validation report.
WARNING Inputs and outputs for standard functions, as well as digital data and
analogue data transmitted by communication units must not be used for
safety -related applications.  Data errors can cause failures that can also
provoke unexpected start  -up of the whole plant.

3.2. Target group
The persons involved in the planning for the integration of the assembly in
devices as well as for their use in applications must have sufficient
qualifications. This usually consists of a university or technical education
for electrical / electronic syste ms in combination with special knowledge of
the laws, regulations, standards and guidelines for the protection of
persons and property when dealing with machines and plants .

All installation, commissioning, troubleshooting and maintenance work

must be car ried out by a qualified electricia n (IEC 60364 or CENELEC
HD 384 or DIN VDE 0100 and IEC 60664 or DIN VDE 0110 and observe
national accident prevention regulations).

Quialified electricians in the sense of these basic safety instructions are
persons who ar e acquainted They must also be conversant with the
applicable safety regulations and laws, in particular the requirements of
EN ISO 13849 -1 and the other standards, directives and laws mentioned
in this documentation.

The aforementioned persons must have the authorization explicitly
granted by the company to commission, program, parameterize, label and
ground devices, systems and circuits in accordance with the standards of
safety technology.

All work in the other areas of transport, storage, operation a nd disposal
must be carried out by persons who have been suitably instructed.
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Safety

The following table explains the competencies of the target groups in detail:

Target group

Requirement and knowledge

project developer

Basic technical education (technical college, engineering
education or equivalent work experience).

Knowledge of:

the operation of a PLC,

safety regulations,

the application,

Project planning and validation of safety controls,
Project planning of  EMC-compliant system
structures

> > >

Electrician

Specialized electrical training (in accordance with
industry training guidelines).

Knowledge of:

Safety regulations,

wiring guidelines,

circuit diagrams,

professional m aking of electrical connections

> > >

Commissioning
engineer

Basic technical education (university of applied
sciences, engineering education or corresponding
professional experience).

knowledge of:

safety regulations,

the operation of the machine or system,
basic functions of the application ,
system analysis and troubleshooting,

the adjustment possibilities on the operating
devices.

Validation of safety controls

> D> > >

Service
technician

Basic technical education (university of applied
sciences, engineering education or corresponding
professional experience).

Knowledge of:

the operation of a PLC,

safety regulations,

the operation of the machine or plant,
diagnostic possibilities,

systematic error analysis and elimination

I > > > >
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PRODUCTS

Terms

The SCU assemblies manufactured by BBH Products GmbH serve to implement

safety -relevant functions by safe communication via FSoE and non -safe communication by
means of EtherCAT. These are always having atwo -channel design: systen A and

system B.

A The t esafendisiused in accordanc e with the following standards: DIN EN ISO
13849 -1, DIN EN 61508 -1:2011 -02 (cf, thechapter A Rel evant standardso)

A The t eSafenfunition for applications up to PL eor SIL  3findicates
functions in line with the above standards with a ppropriate integrity (reliability).

A Theterm" non -safe " refers to functions and data interfaces that do not or not
completely fulfill the requirements according to the aforementioned standards.
The system sSafdPtGv#Hirseerives f or pr ogr dgoratiomofjtheand conf
SCU-assemblies manufactured by BBHProducts GmbH.

I'n this document, tSEWo arbebfreervs attd otnhei FSoE Mast er
SCU-0-EC/x, SCU -1- EC/x and SCU -2-EC/x.

A The abbreviations SDU, SIO and SSB refer to the FSoE slave assemblies of the
SCU series.

A The -Svariants of the assemblies are identical to the standard devices

HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 20 of 303
Status: 29.04.2022



Safety B B H

Relevant standards and directives

The following standards have been considered for development and implementation ei der
Entwicklung und Umsetzung bericksichtigt:

1

DIN EN ISO 13849 -1:2015 Sicherheit von Maschinen T Sicherheitsbezogene Teile von
Steuerungen

IEC 61508 -1:2011 -02 Funktionale Sicherheit sicherheitsbezogener

elektrischer /  elektronischer/programmierbarer elekt ronischer Systeme

DIN EN ISO 13850:2016 -05 Sicherheit von Maschinen - Not-Halt - Gestaltungsleitsatze
DIN EN 60529:2014 -09 i Schutzarten durch Gehause

DIN EN 62061:2016 -05 i Sicherheit von Maschinen - Funktionale Sicherheit
sicherheitsbezogener elektrische r, elektronischer und programmierbarer elektronischer
Steuerungssysteme

DIN EN 60204 -1:2014 -10 i Sicherheit von Maschinen - Elektrische Ausristung von
Maschinen - Teil 1: Allgemeine Anforderungen

DIN EN 60204 -32:2009 -03 i Sicherheit von Maschinen - Elektri sche Ausriistung von
Maschinen - Teil 32: Anforderungen fiir Hebezeuge

DIN EN 61800 -5-2:2014 -06 i Elektrische Leistungsantriebssysteme mit einstellbarer

Drehzahl - Teil 5 -2: Anforderungen an die Sicherheit - Funktionale Sicherheit
DIN EN 574:2008 -12 i Sicher heit von Maschinen - Zweihandschaltungen -
Funktionelle Aspekte 1 Gestaltungsleitsatze

DIN EN 55011:2014 -11 i Industrielle, wissenschaftliche und medizinische Gerate -
Funkstérungen - Grenzwerte und Messverfahren

DIN EN 61000 -6-2:2016 -05 i Elektromagnetisc he Vertraglichkeit (EMV) - Teil 6 -2:
Fachgrundnormen - Storfestigkeit fur Industriebereiche

DIN EN 60068 -2-6:2008 -10 i Umgebungseinflisse - Teil 2 -6: Prufverfahren - Priufung
Fc: Schwingen (sinusformig)

DIN EN 60068 -5-2:2000 -08 i Umweltprifungen - Teil 5: L eitfaden fir das Festlegen
von Prifverfahren

1 DINENISO 12100:2013 -08 1 Sicherheit von Maschinen i Allgemeine
Gestaltungsleitsdtze 1 Risikobeurteilung und Risikominderung

1 DINISO/TR 14121 -2 i Sicherheit von Maschinen i Risikobeurteilung 1 Teil 2:
Praktisch er Leitfaden und Verfahrensbeispiele

The following directives have been considered for development and implementation of the

product :

1 2006/42/EG (Macinery Direcive )

1 2014/35/EU (Low-Voltage Directive )

i 2014/30/EU (EMC Directive )

1 2011/65/EU (RoHS Directiv €)
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Intended use

The modules of the  SCU series are programmable safety controllers for
the production of safety functions, safe monitoring and switch - off of
drives. The devices are intended for decentralized use in a network:

in Emergency Stop devices,

as safety related components according to Machin e Directive
2006/42/EG,

as PES for zur risk reduction according to IEC 61508,

in safety circuits EN 60204 -1 u. EN 60204 -32,

as PES for functional safety according to IEC 62061,

as SRP/CS according to EN ISO 13849,

as device for the manufacturing of securit y devices according
to EN 61800 -5-2,

as logic units for signal conversion and for signal processing in

two hand controls according to EN 574.

v D> D>

A The SCU series may only be used for the applications specified in the
technical description and in compliance w ith the described general technical
conditions.

A The SCU series may only be operated in conjunction with recommended
or approved third - party devices.

A The SCU series has been developed, manufactured, tested and
documented in compliance with the relevant directives and standards.
Therefore, if the described instructions and safety -related notes are
observed, the product does not normally present any hazards with regard
to damage to property or to the health of persons.

The SCU assemblies are safety  -related components  in accordance with
appendix IV  of the EU directive 2  006/42/EG ( Machine Directive) . They have
been developed, engineered and m anufactured in accordance with the above
directive and the EC  directive 2014 /30/EU (EMC Directive) i cf. EC Declaration
of Conformity in the appendix.

NOTICE SCU modules without an UL approval / a CSA approval can be used in the USA
and Canada if the following conditions are observed:

A The switch voltage of the output relays must be limited to max. 24 V.

A For power supply of the SCU assemblies and of their inputs and their
outputs, a power pack must be used. The power pack used must comply
with the CLASS 2 requirements according to UL 1310.
Under these conditions, an UL approval / a CSA approval are not nec essary,
and the SCU assembly can in be used in switching systems according to UL
508A
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3 Safety BBH

WARN ING

Proper use of the devices

The use of the above devices contra ry to regulations and conditions
indicated here can cause death or injury of persons as well as da mage to
connected devices and connected machinery.

CAUTION . o
Machinery Directive

The Machinery Directive 2006/42/EC and the EMC Directive 2014/30/EU
must be observed during integration and operation!

NOTICE
W arranty

The use of the above devices also results in the loss of any type of
warranty claim and of any type of damage claims.

The technical data and the information on connection conditions can be
found on the rating plate and in this documentation and must be
observed.

3.6. Storage and  transport
The assemblies are stored and dispateched in protected boxes. The boxes
protect the assemblies against falling and impact.

The information concerning transport, storage and appropriate handling
must be observed.

The climatic conditions indica  tedinthechapter fATechni cal spec¢
the SCU serieso must be observed.

NOTICE For storage and transport, the conciitions according to EN 60068 -2-6 must
be observed with respect to the values indicated under AfTechni cal
specifications of the SCU serieso.
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Placement

The placement and cooling of the equipment must be selected to ensure
ambient and operating conditions in accordance with the following limits
and data.

The devices must be protected against any impermissible stress. In

particular, no components may be b ent and/or insulation distances
changed during transport and handling. Touching electronic components
and contacts must be avoided.

The safety controllers contain electrostatically sensitive components that

can easily be damaged by improper handling. Electrical components must
not be mechanically damaged or destroyed (health hazard under certain
circumstances!).

WARN | NG
Intended use

A The following areas of application are expressly excluded for the control

module:
A Usein areas subjectto e  xplosion or fire hazards
A Use in mining
A Use outdoors
A Usein damp rooms or rooms with splash water hazard
A use in environments with highly polluted air
A use in environments with harmful oils, acids, gases, vapors, dusts,

radiation, etc.
the use in non -stationary applications as far as the mechanical limit
values can be exceeded.

p>=

Other products must be used for these applications!

A The EN ISO 13849 -1 standard and other functional safety standards have
been taken into account in the engin eering of the SCU series assemblies.

CAUTION Destruction of the assembly or the control system in case of
improper handling!

The assemblies may only be installed and removed with the supply
voltage switched off. Otherwise, the assemblies may be destroyed or
undefined signal states may cause damage to the control system.
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NOTICE

It is requested that all potentially dangerous incidents related to BBH

safety technology be reported immediately to BBH.

Furthermore, it is requested that safe products that have failed due to a
defect and are considered beyond repair be sent to BBH for analysis.

3.8.

Liability and warranty of the manufacturer are excluded, if the damages
are due to one or more of these causes

Improper use of the unit

Non -observance of standards and guidelines

Improper starting, operation, maintenance, servicing, and mounting of
the unit and of  their connections

Disregard of the safety information given in this manual

Unauthorized modifications  , design changes or arbi  trary technical
changes

Use of unauthorized spare parts and accessory components
Catastrophes due to external impact and higher force

> D> D> D>

Electrical connection

The applicable national accident prevention regulations (e.g. BGV A3)
must be observed when  working on live equipment.

The electrical installation must be carried out in accordance with the
relevant regulations (e.g. cable cross -sections, fuses, protective conductor
connection). Further instructions are contained in the documentation.

Instructi ons for EMC -compliant installation - such as shielding, grounding,
arrangement of filters and routing of cables - can be found in the
documentation of the safety module. Compliance with the limit values

required by EMC legislation is the responsibility of the manufacturer of the
system or machine.

Protective measures and protective devices must comply with the valid
regulations (e.g. EN 60204 -1).

WARN | NG

Danger to persons due to electric shock!

A Supply the device exclusively from voltage sources which have
protective extra -low voltage (e.g. SELV or PELV according to
EN 61131 -2).

A Ifa SELV voltage source is used, it can become PELV due to the design
of the module and the connections (earth fault!)

A Protective extra -low voltage circuits must always be safely isolated
from circuits with dangerous voltage.
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CAUTION Fire hazard in case of component failure

Provide adequate fuse protection for the 24 VV DC power supply of the
control system in  the end application! (Information on this can be found in
the Power supply section).

3.9. Behaviour in case of emergencies
The SCU units have been developed and built to be able to autonomously recognize
failures by means of diagnostics and to autonomously ch ange into the safe status
(cf. chapter iSafe statuso).

CAUTION To eliminate wiring errors, the affected block must be de -energized,
because short circuits or incorrect tensions can cause failures in the block

DANGER Working on the wiring or on the electric system can cause electric shock
Electric shock can cause death or severe injuries due to electric current.
Therefore , work on the electric system may only be carried out by persons
who are qualified persons according to TRBS 1203.

3.10. Safe status
The safe status of the SCU unit is:

1 All outputs of the group are safely switched off, and the unit is in the error
status. The error status remains until its cause has been eliminated and the
current error status has been  confirmed.

I The status of the  unit is permanently shown ong the 7 -segment display, if the
7-segment display is supplied with voltag e.

1 Errors are sequentially displayed by a letter and 4 numbers (cf.
Troubleshooting)

HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 26 of 303
Status: 09.06.2022



Information B B H

PRODUCTS

Scope of delivery SCU
The assemblies of the SCU series are delivered with the input connectors, the output
connectors and the power supply con nectors.

The assemblies are enclosed in the product informaton of the SCU series. Among others,
the product information includes the link to download the complete documentatkion.

INFORMATION The documentation (installation manual, programming manual) a re free
available via online download

INFORMATION Programming software, dongle (Hard Lock), programming cable, etc. must
ordered separately
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3.12. Labelling / rating plate SCU

The rating plate is mounted on the left sidewall of the assembly, and contains the
following information

1 Type = Type designation

1 Product No.: = Produc t number

1 Serial No.: = Seri al number

1 HW-Release: = Hardware Release marking

1 SW-Release: = Software Release marking

T NORM: = Safety category

1 Power = Properties of the voltage supply

1 Input: = Properties of the inputs

1 Output: = Properties of the outputs

1 Date: = Manufacture date (w  eek number / year)

AR Date:  31/2021

Product No.- 2383 Sarial No.: 00000113

INWNAIOOEUIIIT— rex sema: — o1.0801

F¥V-Release: 03-00-00-61

WAV BEH
PRODUCTS!

we: SCU-2-EC/NM e

NORM: SIL3: IEC 61508 / IEC 62061
Cat 4/PLe: ENISO 138401
Power: 24+, AQ1+,AQ2+,AQ3+: 24 VDG/-16%..420% /0..50°C
A1, AQ2- AQ3:  2A/RA/10AI025A
INPUT: 100..113 (Digital): 24 VDC
OUTPUT: QX00..OXO3 (Digital):  24VDC/2A
IOx0...I0x4 (DIGITAL): 24 VDC 0,6 A

OS..I0x0 (DIAITAL):  24VDC/2A ﬁ
ORD..OR1 (Raley): 240 VAG /24 VDC/2A

(€

BBH Products GimbH , DE-82637 Welden | MADE IN GERMANY]
www.bbh-Products.de lsoomﬁng manual for the respanss time!

Fig. 1: rating plate d SCU-2-EC/NM
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Rating plat e S SB-

X-X-X

SSB

SafeSensorBox

EtherCAT

optional

ENC6 ENCS

oon
00

www.bbh-products.de

The rating plated SSB

(1) Type::
2
(3) Date:

CE

BBH Products GmbH | DE-92637 Weiden

Safety over
EtherCAT. ™

6 Product No.: 1659 Date: 43/2018 3
LRI St
4 HW-Release: 01-01-01
5 FW-Release: 01-00-00-03
PRODUCTS
we SSB-6-EnDat 1
8 Power
X1.10 24VDC/1A/-15%+20% /0 ... 50°C
X111 24VDC/1A/-15% + 20%/0.... 50°C
X19 GND
X112 GND
O npur24vDC ourrur 10

optional

ENC4 ENC3

é

C€

AADE IN GERMAN

see operating manual for the response time

-X-X-X contains the following information

Type designation
Mark of conformity
Manufacture date (week number / year)

(4) HW -Release: Hardware Version
(5) FW -Release: Firmware Version

(6) Product No.: Produ
Serial number dec

(7) Serial No.:
(8) Power:

(9) INPUT:
(10) OUTPUT:
(11)

ct num ber dec imal with barcode
imal

Properties of power supply

Properties of the inputs

Properties of the outputs

Pin assignment
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Device de scription

Function

SCU-x-EC (in short: SCU) are master
and SCU -2-EC serve to read encoder data and switchning
units (e. g. SSB, SIO, SDU) and from
functions.

. SCU-1-EC
states from FSoOE Slave
external FSoE devices to implement safety

units for FSoE communication

To implement safety functions, the
process safe data via FSoE and

SCU (FSoE Master) can send, receive and
non - safe data via EtherCAT

for this purpose. In

the transfer layer of  the EtherCAT network, the SCU only functions as Slave and
sends data to or receives data from the EtherCAT Master. The FSoE Slaves (e. g.
SSB, SIO, SDU) send and receive the data of the axles to be monitored and of
the axlesd digital i mputs and digital
EtherCAT Master. During the sending process and during the receiving process,
the FSoE data (safe) are transmitted i n closed data containers. The EtherCAT
Master summarizes the FSoE data received by the Slaves, and transfers them tot
he SCU (FSoE Master). In the opposite data direction, the EtherCAT Master
receives the overall data framework of the FSoE data containers from the SCU
and distributes the FSoE data containers to the different Slaves.

out puts i

The -S variants of the assemblies are identical to the standard devices

NOTICE The EtherCAT Master transfers the FSoE data containers unmodified from the

FSoE-Slaves to the FSoE -Master and vice versa.  Thus, the EtherCAT -Master is
only responsible for  the correct data transfer. For data transfer, the EtherCAT
Master needs all conn ection information necessary to establish this
cross -commu nication. The information necessary to establish this
cross -communication must be provided by the configuration tool of the
EtherCAT Master.
The following safety functions are available in the SCU
1 Safe processing of input signals and of output signals
Speed monitoring
Rpm monitoring
Standstill monitoring
Direction monitoring
Safe increment
Emergency stop monitoring
Position monitoring
Position range monitoring
Multiaxes Position Monitoring
Monitoring of the history area

Target Position  Monitoring
Safe Arithmetic Calculation

= =4 =4 4 -8 -4 & a8 -2 -2 _a -2
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Embedding into the EtherCAT network and into FSoE

4.1.2.1. FSoE data transfer

FSoE (Fail Safe over EtherCAT) is the safe data transfer via the EtherCAT network

The application data are bundled into data packages and are additionally supplemented

with unique identifications and uni que checksums.

Additionally, FSoE is monitored via timer (Watchdog). For each patrticipant, these timers

are checked in the network. Thus, an interruption of FSoE can be safely recognized.

The checksum is calculated by means of a CRC16 (16 -bit - Cycle -Redundancy -Check) and
permits to recognize errors with a residual error probability of <10 -°. Thus, FSoE permits

safe data transfer up to PL e or SIL 3.

Data package and CRC are transferred together (as one package) via the non -safe
EtherCAT network. 1 Due to the additional calculation effort, the transfer of data package
and CRC takes place every  1ms.

4.1.2.2. EtherCAT network

The EtherCAT network co  nsists of one Master and of a determined number of Slaves.
Data transfer takes place via Ethernet connections between the EtherCAT Master and
every participa nt. As arule, thes e Ethernet connections are serial connctons from

participant to participant. Via these Ethernet connections, Ethernet Frames are sent. First,
every network participant must read the received data. Then, it must filter out the data
addressed to itim and ins ert the output data into the Frame. After the Frame has passed

all Slaves, it is sent back to the EtherCAT Master.

As thus every participant has influence on the transfer of a message, the network must be
exactly deifned, or rather, it must be specified. This specification takes place via the ESI
data. The ESl data determne the participants and their properties.
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PRODUCTS
Data transfer is always initiated by the Master. I Data transfer takes place in the EtherCAT
network with an  optimum transfer time of some s.
Master
In Out
In Out In Out In Out In Out
Slave Slave Slave Slave
Fig. 2:Network EtherCAT
4.1.2.3. EtherCAT data transfer
Basically, a difference is made between process data that must be transferred cyclically,
and acyclic data, e. g. configuration data and diagnostics data
The cyclical process data are assigned to the PDOs (Process Data Objects). Length and
content of the PDOs can be either fixed or variable. The variable content is fixed by PDO
mapping. The possibilities of the PDO are fixed by the individual participant description file
(ESl file).

Primarily, acyclic al data services are SDOs (Ser  vice Data Objects) , but they can also be
EoE (Ethernet over EtherCAT) or FoE (File over EtherCAT). Also here, the possibilities of
the acyclic services are fixed by the individual participant description file (ESI file)

4.1.2.4. FSoE and EtherCAT

The Ethernet frame of the EtherCAT network  can contain safe data as well as non -safe
data. The safe data are called FSoE data and are assigned to the protocol stack of the
FSoE Master a nd the FSoE Slave. FSoE data are transferred cyclically. Thus, they are

contained in the PDO of the respective participant.

The SCU is designed as FSoE Master and starts the safe data transfer via FSoE.
Additionally, as EtherCAT Slave, the SCU is patrtici pant in the non -safe EtherCAT network.

A separate Ether CAT Master starts the non -safe data transfer via EtherCAT.

The PDOs with the included FSoE data are transferred cyclically. The cycle time of the data
transfer is determined in the configuration of the EtherCAT Master. As arule, the cycle
time of the data transfer should be set many times shorter than the c ycle time of the FSoE
Master. Thus, the data update within the Watchdog monitoring time of  the Master can be
guaranteed.
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Use BBH
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EtherCAT -Master |
ESOE - S+ N In Out
Master scu A?
4 1;
flasessesenses messeesassretsrsissnsane pensesresessal bossresasnnass mosuessersresasss
ve ve - %
In Out S+N In Out S+N S+N In Out In Out
Slave Slave Slave Slave
Fig. 3:example FSoE
S = Safe (Data Transfer) =  FSoE
N = Non -safe (Data Transfer) = EtherCAT
Among others, the following assemblies are suitable as FSoE:
1 SIO =SafelO Slave assembly by BBH toimport 10s
1 SDU = Safe Drive Unit Slave assembly by BBH to import one axle

i SSB = Safe Sensor Box Slave assembl y by BBH to import 6  axles

Generally, also assemblies by other manufacturers can be integrated, if they offer an FSoE
communication

HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 33 of 303
Status: 09.06.2022



The principle of safe  monitoring with SCU

The SCU master assembly receives the data of inputs and axles from the Slave assemblies

(e. g. SIO, SDU, SSB by BBH Products or FSoE slaves by other manufacturer ) and
analyzes the received data.

After data analysis, the SCU can impleme nt safety functions, and switch outputs

accordingly. T This can either happen directly via the outputs of the assemblies or via the
outputs of the Slave assemblies.

As the data transfer via EtherCAT happens more frequently (e.g.every 62.5 us), datacan
at first be transferred in the non -safe way. Afterwards, they can be transmitted less
frequently (every 1 ms) . Instead, they can be transferred and used in a safe way. T his can

be necessary to optimize response times .

Operation and service

The SCU assembly is designed for to be used in a protected environment (switch cabinet
(cf. Technical specifications of the SCU series).

Before mounting the assembly and before removing the assembly, or before separating
signal lines, the assembly must be de-energized. To de -energize the assembly, all live

feed lines to the devic e must be disconnected and checked for absence of voltage.

While the assembly is mounted, and while the assembly is removed, appropriate

measures must be taken to avoid electrostatic di  scharge to the terminals and to the plug
connections led to the outside. To avoid electrostatic discharge to the terminals and to the
plug connections led to the outside, ¢ ontact with the  terminals should be restricted to a
minimum, and before and after th e contact, grounding (e. g. by a grounding bracelet)

should take place.
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General structure of the SCU
assemblies

Gen eral structure of the SCU assemblies \
The series SCU consists of:

1 FSoE Mastern (SCU)

f FSoE Slaves (SDU, S 10, SSB)

The -S variants of the assemblies are identical to the standard devices

5.1. FSoE Master (SCU)
In general, the SCU asse  mblies ( SCU-0-EC/x, SCU-1-EC/x and SCU -2-EC/x) are
structured as follows:
(1) —2a Aqte At Al 24+ AQHH Al- Al- |AQ2+ AQ2S AQR- AQL- AQD+ ARBARS-AEE-
(2) —% m M TZ"DU o1 102 103— (3) 2 13 T T2 ||qoo$ NC ‘mm fertH—NE—Ne——toe—ta+—t
RUN @— (4) BBH
(5) —+eeee 135> (6) l€eee 1) »rria
1213 T172 00010203 1213 T1T2 oomN(:Nc\ 10 11NC
(7) —@ Function | = | @© Function
(= = 8 =a
2§ © 2
9 — g =
= =
e 2 &
= ,% (10) s
o —iF [ E
{—l = 2 \—1 g
ceae I DD —
(12) JUDDIDZD?, 04 05 06 07 (13) ngog'nggS IQOED!O!O.S 1.2131,12"‘
(14) —OR D 19290——(15)  ar») 1a»»5) )
01 06 07 08 09 16 17 18 19 08 09 10 11
scutEc =S (16) e \ 270 Ezg ;
30
(17) _MWWW"U“ w05 106 07— (18) QX00 QX01 meaxm||02 103 o4 \|05‘ 1012 1Q13 1Q14 1Q15—i84—ie5—ige—ie7 (31)
(19) —QRHLORDGRHGRW‘IOE 09 1o = (20) QROL QRO 0R1LQR1|ICIS a7 \\o8 Wms 1Q17 1Q18 Q19 —tee—tos—tte—ttt (3 2)
\ (33)
: . (34)
Fig 5: structure of Fig. 4: strucutre of SCU -2-EC/NM
SCU-1-EC
(17) Connection terminal  outputs
(1) Connection terminal  voltage supply (18) Connection terminal  inputs
(2) Connection terminal  inputs , (19) Connection terminal  outputs
clock outputs (20) Connection terminal  inputs
(3) Connection terminal  inputs ONLY SCU-2-EC:
(g) f;gTd‘,JS;LED ?pr|a¥ sytsteml stl;dtust " (21) Connection terminal  voltage supply
(5) !sp ay s fals !npu s » clockoutpuls (22) Connection terminal  I0s, outputs
(6) LED display status inputs . .
. ) (23) Connection terminal  voltage supply
(7) Reset-button for displaying CRC . .
i (24) Connection terminal  IOs,
(8) Connection socket EtherCAT -cable (IN) -
9) 7 segementdisplay 1 system status auxiliary outputs
(10 c " ket EtherCAT ble (OUT (25) LED display s tatus |IOs
(ll) Connect?on socket S e!' '-tC?f e ) (26) LED display status 10s
(12) ngns_c |(I)n soctf etrwcte intertace (27) LED display status IOs
213; LED d',zp;y sst:tu: F:]u ptuss (28) LED display status |IOs
14) LED d: pl Y ; tu ! ptu " (29) LED display status IOs
(14) .sp ays falus f)u puts (30) LED display s tatus IOs
(15) LED display s tatus inputs . .
. . (31) Connection terminal  10s
(16) LED display EtherCAT -connection
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General structure of the SCU
assemblies

PRODUCTS

(36) LED display status

fieldbus interface

(32) Connection terminal 10s (37) Connection socket fieldbus
(33) Connection terminal  10s (38) Connection socket fieldbus
(34) Connection terminal  10s

ONLY /NM -variants
(35) Memory card s lot

5.2. FSoE - Slaves (SDU, SIO, SSB)
5.2.1. SDU-x
— 3)
Q) 24+ AQ1+ Al- A1-| QY00QYO! | UES+ UES- (4)
(2) —1z 13 T T2||ou 101 102 103 (5)
BBH e (6)
" —CiD Gl - ®
(10) ——@ Function 9)
[72]
11) — 2
g B asn —(12)
XB RUN
(13) —— 3 -3 (14)
=== (15)
(16) ——ex€ee€e€ 1)
00010203 04 05 06 07 3
(17) ——ar 9 13990\\ (18)
01 08 09 10 11 ENC1.5 (19)
SDU-11-PXV N (20)
(21) —QXD(]QXD1QXDQQX[B|IU4 105 106 107 (23)
(22) ——aRoLQROQRILGR1 [108 109 110 111 (24)
Fig. 6: structure of SDU -11-PXV
(8] Connection terminal (11) 7 segement display
Voltage supply I system status
(2) Connection terminal inputs, (12) STATUS-LED display
clock outputs fieldbus interface
3) Connection terminal (13) Service interface connection socket
auxiliary outputs (14) Connection socket fieldbus
4) Connection terminal (15) Connection Encoder interface
voltage supply sensor (16) LED display status outputs
(5) Connection terminal inputs (17) LED display status outputs
(6) STATUS-LED display s ystem status (18) Connection socket fieldbus
©) LED- display status inputs , (19) LEDdisplay status inputs
clock outputs (20) LED display status inputs
(8) LED display status inputs (21) Connection terminal  outputs
9) Memory ¢ ard slot (22) Connection terminal outputs
(10) Reset button  for displaying the  CRC (23) Connection terminal inputs
(24) Connection terminal inputs
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(8)
3)
(7)
®)

(11)

12)

(16)

(17)
(18)

(22)
(23)

@)
@
©)
4

®)
6
™
®
©
(10)
(11)
(12)
(13)
(14)
(15)
(16)
17

General structure of the SCU

assemblies PRODUCTS
24+ AQ1+ A1- Adl- ‘ UE1+ UE1-QYmQYD: ‘ UE3+ LEB-\UF.E NC ‘ UE4+ UE4- tJRii NC ‘ \UE2+ UE2- NC NC
——12 N3 ™M T2 ‘ 100 101 102 103 \ ‘ \ ‘ \ (6)
(5)
= 4)
PRODUCTS] RONC I
——leeee 1 - )
1213 T1 12 00010203 =
—@) Function @ @ Ii (10)
0w
—= = = o~ ~ -
E o o o B SRS (15)
e & & & z FB 290"
—HR: e @ 5 (14)
— ’ (13)
— OXEEEE 133D (19)
00010203 04 05 06 0T
—— @R 1999) (20)
01 08 09 10 11
& (21)
SDU-22A 3
— QX00QX01QXRQXIB | 104 05 106 |07‘ Hi1 H21 Hat NC‘ H2 H22 H32 NG ‘NN1+NN1-NN2*AEN2-‘_— 27)

QROL CRO QRIL GRT | 108 )KNJK H41 bﬂ Hmf‘ H4.2&5.2 Haz\f (ANG+ ANS- AN+ AN [——————— (26)
(25)

Fig. 7: structure of SDU

-22A

Connection terminal voltage supply
Connection terminal inputs, clock outputs

Connection terminal inputs

Connection terminal voltage supply

encoder, auxiliary outputs
Connection terminal
Connection terminal voltage

LED display s ystem status

voltage supply encoder

supply e ncoder

LED display status inputs , clock outputs

LED display status inputs
Memory ¢ ard slot

Reset -button for displaying CRC
7 segment display i system status

4 encoder interface connections

Connection socket fieldbus

LED display status fieldbus interface
Connection socket service interface

LED display status outputs

(24)
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(18) LED display status outputs

(19) LED display status inputs

(20) LED display status inputs

(21) Connection socket fieldbus

(22) Connection terminal outputs

(23) Connection terminal outputs

(24) Connection terminal inputs

(25) Connection terminal  Encoder

(26) Connection terminal  analog inputs
(current inputs )

(27)  Connection terminal analog inputs
(voltage inputs )
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5 General structur e of the SCU B B H

assemblies PRODUCTS

5.2.2. SIO -x

5
) )

(2) —_—12 13 T T2 ‘IQOU Q01 , NC NClIQ‘IOIQ1 NC NG 100 191 102 103
) —— =

RUN @———— (6)

Z 4
24+ AQI+ Al- Al- ‘mmm@zmlm AQ3+ AQ3- AQS-

(7) ——1eeee 1@ »23) 12505 — (9)
1213 T1 T2 00 01NC NC \ 10 MNCNC 000102 03 (8)
(10) ——@ Function [ ———

(12)

"

(15) —exeecee 1a»»»)>» 22001Q 1205 »— (20)
00010203 02 03 04 05 12131415 04 05 06 07

(16) ——=er»» a»d»d»» 2202\ 1 2355 — (19)
01 06 07 08 08 16 17 18 19 0809 10 1

\ csT@—— (18)

S10-2

ECATIN

(11) —

ECAT OUT

(14)

17
(21) T QX00 QXo1 QXCEQXOG‘ IQQ\ Q3 104 IQS‘ Q12 Q)13 Q14 ms‘ 04 105 106 107 §26))
(22) QROL QRO QRIL QR1 IQBK I IQQ‘ Q18 I(}KIQIB\QW‘ 08 109 MO M1 T (25)
N (24)
(23)
Fig. 8: structure SIO -2
1) Connection terminal  voltage supply (14) Connection socket s ervice interface
(2) Connection terminal  inputs , (15) LED display status outputs
clock outputs (16) LED display sta tus outputs
3) Connection terminal  10s (17) LED display status 10s
4) Connection terminal  inputs (18) LED display status
(5) Connection terminal voltage supply EtherCAT -connection
(6) LED display system status (19) LED display status inputs
@) LED display s tatus inputs , (20) LED display status inputs
clock outputs (21) Connection terminal outputs
(8) LED display status 10s (22) Connection terminal  outputs
9) LED display status inputs (23) Connection termina | IOs
(10) Reset-button for displaying CRC (24) Connection terminal  I0s
(11) 7 segmentdisplay 1 system status (25) Connection terminal  inputs
(12) Connection socket (26) Connection terminal  inputs
EtherCAT -cable (IN)
(13) Connection socket
EtherCAT -cable (OUT)
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5 General structure of the SCU B B H

assemblies e DUC TS

5.2.3.

1)

(2)

3)

4) (8)

\SSB-G ECIN _w
(7
6)
(5)

Fig. 9: structure of SSB  -6-x*
(1) Connection e ncoder interfaces (7) Connection socket outputs (optional)
(2) STATUS-LED display s ystem status (8) Connection socket voltage supply
(3) 7 segmentdisplay 1 system status inputs (optional)
(4) LED dispay status EtherCAT -connection
(5) Connection socket EtherCAT -cable (IN)
(6) Connection socket EtherCAT -cable

(OUT)
* available in: EnDat 2.2 and Hyperface DSL with or without 1/O"s

(SinCos in preparation )
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General structure of the SCU

assemblies eSO UC S
5.3. Encoder spe cifi cation s

Incremental  -TTL
Physical Layer RS-422 compatible
Measuring signal A/B Track with 90 degree phase difference
e 14 e 22 /enc1n nc 29 200tz /250 Ktz
Type of connection D-SUB 9pol

Sin/ Cos
Physical Layer RS-422 compatible
Measuring signal A/B Track with 90 degree phase difference
Standard m ode
Irencauieaeny | 200k 2ZS0 KKz
High resolution m ode
T:T;E:ggzt)ancy of input cycles (ENC 15 KHz
Type of connection D-SUB 9 -polig

SSI - Absolut
Dat a interface Serial Synchronous | nterface (SSI) (SSI) with

variable data length of 12 i 28 Bit

Dat a format Binary, Graycode
Physical Layer RS-422 compatible
SSI -Master operation
Taktrate 150 kHz
SSI -Listener operation  (Slave mode )
(céll\?g:f,it;\lc 2.1/ENC 1.2, ENC 2.2) 250 kHz / 350 kHz
Min. clock pause time 150 psec
Max. clock pause time 1 msec
Type of connection D-SUB 9pole

Resolver
Measuring signal Sin/Cos i track with 90 degree phase difference
Signal frequency max. 600 Hz (900Hz Deep pass)
Input voltage max.8Vss(a t4,7 k Y)
Resolution: 9 Bit / pole
Supported pole number 2-16
Resolver - Listener -mode
Reference frequency (Listener) 4kHz 1 16 kHz
Reference amplitude 8Vss i 28 Vss
Reference signal form Sinusoidal, triangle , rectangle
Transformation ratio 2:1;3: 2;:4:1
Phase fault max. 8°
Type of connection (ENC 1.2, ENC 2.2) D-SUB 9pole

In cremental -HTL
Signal level 24V [ QV
Physical Layer PUSH / PULL
Max. counting pulse frequency 200 kHz
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5 General structure of the SCU

ass emblies

Type of connection
X30)

(X27, X28, X29,

Plug-in terminals with spring or screw connection

Proxi (HTL proximity sensor)

Signal level pZAVEN Y
Max. counting pulse frequency 10 kHz
(switching logic debounced)

Pulse width 50 psec

Type of connection (X23)

Plug-in terminals with spring or screw connection

Proxi i extended monitoring

Signal level 24V | OV
Max. countin Ise fi

- CC g. pulse frequency 4 kHz
(switching logic debounced)
Physical Layer PUSH / PULL

Measuring signal A/B

Track with 90 degree phase difference

Type of connection (X23)

Plug-in terminals with  spring or screw connection

HB-37500 -810 -11-16F-EN SCU Installation Manual
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Technical specifications of the SCU BEBH

series PRODUCTS

Techni cal specifications of the SCU series

SCU Master

SCU-0-EC/x
A Specification _sheet

A General technical data
A Dimensions : SCU-0-EC, SCU-0-EC/NM

6.1.2. SCU-1-EC/x
A Specification _sheet

A General technical data
A Dimensions : SCU-1-EC, SCU-1-EC/NM

6.1.3. SCU-2-EC/x
A Specification sheet
A General technical data
A Dimensions : SCU-2-EC, SCU-2-EC/NM

6.2 SCU Slaves

6.2.1. SDU-11
A Specification sheet
A General technical data
A Dimensions

6.2.2. SDU-11/NM
A Specification sheet
A General technical specifications
A Dimensions

6.2.3. SDU-11-PXV
A Specification sheet
A General technical specifications
A Dimensions

6.2.4. SDU-12
A Specification sheet
A General technical specifications
A Dimensions
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6.2.5.

6.2.6.

6.2.7.

6.2.8.

6.2.9.

Technical specifications of the SCU

series

SDU-21
Specifiction shee t

A
A General technical specifications
A Dimensions

SDU-21A
Specification sheet

A
A General technical specif _ications
A Dimensions

SDU-22
A Specification sheet
A General technical specifications

A Dimensions

SDU-22A
Specification sheet

A
A General technical specifications
A Dimensions

SIO-1
Specification sheet

A
A General technical specifications
A Dimensions

6.2.10 SIO-2

A Specification sheet
A General technical specifications

A Dimensions

6.2.11. SSB-X-X-X

Specification sheet
General technical specifications
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Technical specifications of the S cv BBH

6.3. Additional information

6.3.1. Cable lengths
EtherCAT IN < 100m
EtherCAT OUT < 100m
Digital inputs <30m*)

Digital outputs (typel, type 2, message , pulses) < 30m
Relay outputs <30m

Note

*): Use of screened cables. Unscreened cables can be used under the following
restrictions

1 Not to be laid within switch cabinets
o No parallel cable routing. Cables must be laid far from interferrence
sources (motor cables,  power wires, engine brakes etc.
1 How to be laid outside the switch cabinet
o Electric wires separated by separators in metal cable ducts
o Cable arrangement in metallic tube
o Cable arrangement separated from power wires with a distance of >
10cm, rectangular intersections

6.3.2. Derating outputs
Maxim um current load based o n temperature.

This derating should be considered for all 2A outputs (10 -Board and REL -Board)!
2A outputs can be fully loaded at an ambient temperature of up to 30°C .
From a ambient temperature from 30°C to maximum 50°C , the 2A outputs can be

loaded to a maximum of 1.8A .

The maximum total current is 10A . (IO -Board)

Device Temperatur e 30°C /50°C

SCU-x-EC/x, SDU -x, SIO -1 QX 00 i QX 03 2A/18A

QX 00 i QX03
SCU-2EC/x, SIO -2 . 2A/18A
IQx5 T 1Qx9
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V4 Connection and installation B B H

PRODUCTS
Connection and installation
General notes on installation
Strictly follow the safety regulations when installing!
Protection class 1P20
Route all signal lines for the interfacing of digital inputs and contact monitoring
separately.
You should in any case disconnect 230VAC (120VAC cULus ) voltages from low voltage
power lines
if these voltages are used in connection with the application.
The cable lengths for digital inputs and outputs and all sensorik  must normally not

exceed 30 m.

If the cable lengths  exceed 30 m you must apply appropriate measures for fault
exclusion concerning impermissible overvoltage. Appropriate measures include e.g.
lightning protection for outdoor lines, overvoltage protection of the indoor system,
protected routing of cables

Only cULus:
The maximum cable length of 30 m shall not be exceeded.

Measures concerning the electromagnetic compatibility (EMC )

The SCU is intended for use in the drive environment and meets the EMC -requirements
mentioned above.

Itis also assumed that the electromag netic compatibility of the overall system is

ensured by application of appropriate measures.

&SAFETY NOTE :

1 Electric power supply lines of the SCU and "discontinuous -action lines" of the
power converter must be isolated from each other.

91 Signal lines and power lines of the power converter must be routed through
separate cable ducts. The distance between the cable ducts should be minimum
10 mm.

1 Only s hielded cables must be used to connect the position and speed sensors.

The signal transmission cable must be RS -485 -standard compliant (lines twisted
in pairs).

1 Care must be taken to ensure that the shielding is correctly connected in the 9 -
pin SUB -D plugs of the position and speed sensors. Only metal or metal coated
plugs are permitted.

1 The shielding on the sensor side must comply with appropriate methods.

1 Care must be taken to ensure EMC -compliant installation of the power converter

technology in the vici  nity of the SCU, SDU, SIO module. Special attention should
be paid to the cable routing and the processing of the shielding for the motor
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V4 Connection and installation B B H

cable and the connection of the braking resistor. The installation guidelines of
the converter manufacturer must be ob served.

1 Allcontactors inthe  environment of the power converter must be equipped with
appropriate  suppressor circuit s.

1 Suitable measures must be taken to protect against overvoltages.

Symbols used according to UL 61010 -1

& Symbol 14

1 The temperature at the connection terminals can exceed 60°C.
Suitable cable types must be used above this temperature.
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V4 Connection and installation B B H

Installation / mounting

NOTICE
Spare parts or consumables
For the SCU assembly no spare parts or consumables are available. If need
be, the assembly must be exchanged altogether. Opening or disassembling
the SCU assembly is not permitted.
NOTICE . .
Mounting location
The SCU assembly is exclusively installed in switch cabinets that at leas
meet the requirements of protection category 1P54.
The assemblies must be mounted vertically on a top -hat rail.
NOTICE o .
Air circulation
The vent slots must be kept sufficiently clear to warrant air circulation
within the assembly.
7.2.1. Mounting
The SCUs are mounted on C standard rails by means of a snap -on latch.

The SCUs are inserted into the rail diagonally from above and then snap in in the
bottom part.  For disassembly of the SCUs, a screwdriver that is inserted into the slot of
the latch that is lead out at the bottom. Afterwards, the screwdriver is moved upward.

Fig. 10: mounting of the top  -hat rail
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V4 Connection and installation B B H

Wiring

DANGER Work on the wiring or work at the electrical system can cause electric
shock. Electric shock can cause death. Thus, only persons qualified
according to TRBS 1203 may carry out work on the wiring or work on the
electrical system.

Wiring of the SCU is carried out according to the terminal connection table
(cf. above) . First, the cables of the  digital inputs and the cables of the
digital outputs and the power supply cables (24 VDC and 0 VDC) must be
connected to the respective termi  nals.

DANGER The SCU may only be supplied by voltage sources with protective low

voltage (e. g. SELV or PELV according to EN 61131 -2)

If an SELV voltage source is used, it can become a PELV due to the design

of both the assembly and the connections.

Protective low voltage circuits must always be installed in a way that they

are safely insulated  from power circuit s with dangerous voltage.

If power supply units are used, it must be guaranteed that in case of

failures the maximum voltage is 60 V. The rea | behaviour of the power
supply unit used must be inquired at the manufacturer of the respective
power supply unit because according to EN 60950 in case of failure 120 V
are permitted.

NOTICE Please observer the technical data. Faulty voltage levels can damage the
block and other network components.

After the power supply cables (see above) have been connected to the
respective terminals, the two network cables of the EtherCAT network are
connected.

To connect the two network ¢ ables, one input connector and one output
connector (mains plugs) are available / are supplied.

NOTICE The necessary cables are not included in the scope of delivery of the SCU
and must be acquired separately.

£
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V4 Connection and installation

7.4, Terminal schemes

A SCU-0-ECI/x
A SCU-1-EC/x
A SCU-2-EC/x

SDU-11
SDU-11/NM
SDU-11-PXV
SDhU-12
SDuU-21
SDU-21A
SDU-22
SDU-22A
SIO-1

SIO-2
SSB-6-EnDAT-x
SSB-6-DSL-x
SSB-6-A-X

3 U, U R S S, U S, N N S S
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V4 Connection and installation B B H

External DC 24 V i voltage supply
The SCU module requires a 24 VDC power supply (see SELV or PELV, EN50178). The
following boundary conditions must be observed during project planning and installation
of the intended power supply unit:

Observe the minimum and maximum tolerance of the supply voltage.
Nominal voltage DC 24V
Minimum: DC 20,4V
24 VDC 1 15%
Maximum: DC 28,8V
24 VDC + 20%

To achieve the lowest possible residual ripple of the supply voltage, the use of a 3 -
phase power supply unit or an electronically controlled unit is recommended. The power
supply unit must meet the requirements of EN61000 -4-11 (voltage dip). The design of
the connecting cables must comply with local regulations. The external voltage
resistance of the SCU module is DC 32 V (protected by suppressor diodes at the input).

SAFETY The SCU module must be individually protected by a 3,15 A (min. 30 VDC)
NOTICE

back -up fuse which must be placed near by the terminal s of the modules
Recommended fuse type:
3.15A circuit breaker (Class B) or safety fuse (inert)

Note :

Reliable galvanic isolation from the AC 230 V (120 VAC cULus) or AC 400 V network must
be guaranteed in any case . For this purpose, power supply units must be selected which

comply with the regulations DIN VDE 0551, EN 60 742 and DIN VDE 0160. In addition to

the s election of the suitable device, potential equalization between PE and DC 0 -V on the
secondary side must be ensured.

SAFETY All GND connections of the devices , which are connected  to the inputs of the
NOTICE

SCU module must be connected to the GND of the SCU or SDU or SIO ( voltage
supply).

Inputs of the SCU are:
1 Digital inputs
91 Digital I/0s
1 Analog inputs
1 Encoder connections
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Note :

- are not internally connected to GND!

Terminals GND_ENCand A 1

GND

ON
ON
ON
ON

ON

ON
-an
+an
ON
wn
-an
+an
ON
&in
-an
+&an

O

0O
-Bn

+8n

+OV

+e

4

1

0000

QO

ON

ON

ON

ON

OO

ON

ON

ON

ON

ON

€Tl

O]

OG oN m a oN OS OG
e - Dmum. / m ok ok
Ol Ol oN = m oN Ol O1
S
Qiot- £ LI
Q{0 T8t OO
w4 w4 oN m AT N oN w4 w4
553 L S o o4
OO ‘2: 010
w4 wA Yol m il - 80l w4 w4
M (@ ¥ EVENT I OF OF
Oﬂ Om 20 m \A maw _ U & Om Om
O1 O1 01 M g S0l 01 01
oo | ¢ 010
O # Se1SE

SDU22

Internal connection &.: between UB- ->9-pin DSUB ENC.1 Pin2
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PRODUCTS
7.6. Connection of the external encoder supply
7.6.1. Inc remental, HTL, SIN/COS, SSI
L- ENC1-2 L-_ ENC2-2
L+_ENC1-2 L+_ENC2-2
L-_ENC1 L-_ENC2
L+ _ENC1 L+ ENC2
vy vy \AA 4 vy
— N ™ — N ~ — N [Te} — N o
Sbu X[y X 2 X 3) X
A\ AR 4 A\ AR 4 A AR 4 v ¥
Voltage
supply of the
external
encoder
supply
vy vy vy v
29 1) g2« gl 3 2
o WUl o« wH o N o ~wd
3|3 o8 o5 o8
EI E| EI E| EI E| E| E|
Al o o Al
vy R4 vy vy

1) only SDU -12 and SDU-22
2) only SDU -21 and SDU-22
3) only SDU-22

The SDU module supports encoder voltages of 5 V,8 V,10V,12 V,20V and?24 V, that
are monitored internally according to the selected configuration in SafePLC2

If an encoder system is not supplied via the SDU module, it must be ensured that the

GND of the encoderis  connected to the GND of the SDU module . If the GND of the
encoder is only at pin 2 of the D -sub connector, the terminal UE - (terminal X13) must
also be connected to GND (see also chapter 7.5). Above that the supply voltage of the
encoder must be connected to pin VCC+ (pin 9 of the D -sub connector). The terminal

UE+ then remains unconnected

The encoder supply must be protected with a fuse of max. 2A.

SAFETY NOTE M The GND connection of the encoder must be connected to the GND of
the SDU.
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n BBH

Monitoring of the supply voltage in accordance with the chosen nominal voltage:

Nominal voltage Minim um voltage Maxim um voltage
5vDC 4,4V DC 5,6 VDC
8VvDC 7V DC 9VvDC
10v DC 8VvDC 12v DC
12v DC 10v DC 14V DC
20v DC 16 v DC 24V DC
24 V DC 20v DC 29,5V DC
7.6.2. Resolver
L-_ENC1-2 L-_ENC1-2
L+_ENC1-2 L+ ENC1-2
T
Reference Reference
signal signal
generation generation

7
ENC
2.2

L-_ENC2

L+_ENC2

1) only SDU -12 and SDU-22

2) only SDU-22

When using resolvers in Master
generating the reference signal

- L+ _ENC2
~L-_ENC2
P

-Mode an additional 24V DC power supply is required for

NOTICE

connected to PIN 1.

1 Make sure that voltage supply terminals X17 and X19 are not

1 The encoder supply must be protected with a fuse of max. 2A
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PRODUCTS

Supply voltage monitoring

Nominal voltage Minim um voltage Maxim um voltage

24V DC 20V DC 29V DC

Connection of digital inputs

The SCU modules comes with safe digital inputs. These are suitable for connecting
single or two -channel signals with and without cycling, or without cross -shorting test
The connected signals must have a "High" -levelof DC24V (DC+15V ¢é +DC +30V)
and a "Low" -level of (DC -3V...DC +5V, Typel acc. to IEC 61131 -2). Theinputs are
provided with internal input filters
A device internal diagnostic function cyclically te sts the correct function of the inputs
including the input filters. A detected fault will set the module into an alarm status. At

the same time all outputs of the module are rendered passive.

Besides the actual signal inputs, the SCU series hold two clock outputs T1 and T2
available. The clock outputs are switching -type 24 VDC outputs.

The clock outputs are solely intended for monitoring external switching elements and
cannot be used for any other function within the application . This monitoring can only
be used in conjunction with the safe digital inputs. Not with the safe digital 1/0Os that

may be present.

The switching frequency is 125 Hz for each output. In the planning stage one must bear
in mind that the outputs may only be loade d with a total current of max. 250 mA.
Furthermore, approved OSSD  -outputs can be connected to safe digital inputs I00 - 113

or I/Os without limitation.

In case of single -channel use of the inputs, the achievable safety level must be limited
to SIL2 or PL d, if the safety function is demanded at regular intervals.

A safety related use of the inputs is generally only intended in connection with the clock
outputs.

If clock outputs are not used, short circuits in the external wiring between different
inputs and against the supply voltage for the SCU or SDU must be ruled out by external
measures, appropriate routing of cables in particular.
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Each input can be configured individually fort he following sign al sources:

Input is assignedto  the cycle T1
Input is assignedto  the cycle T2
Input assigned to continous voltage DC 24V

7.8. Connection of analog inputs

With the executions with analog processing. max. 2 analog signals to be processed
safely:

The analog inputs can be connected as follows

min max.
voltage -10v DC +10V DC

NOTICE 1 The modules can optionally be equipped with voltage and, or current
inputs.
SAFETY NOTE 1 The GND connection AIN must be connected to the GND of the SDU.
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Connection of position and speed sensors

7.9.1. General information
Depending on module type the device has external encoder interfaces for the
connection of industrial incremental and absolute encoders . The encoder interfaces can
be configured as incremental, SIN/COS, or as absolute SSI -encoders.

It is also possible to connect 2 incremental signal generating sensors (e.g. proximity
switches) to  the counting inputs of the SDU module. The signals must each be read in
with normal and complementary track.

IMPORTANT

The voltage supply of the encoder system uses the dedicated terminals on the slave
module. This voltage is applied to the encoder plug and monitored by an internal

diagnostic process.

When the sensor is supplied with an external voltage, this voltage must be supplied

through the encoder plug. The corresponding terminal (encoder supply voltage) on the

slave module remains unoccupied.

If an external sensor voltage supply is not recirculated through the encoder plug, any
failure of this supply must be included in the fault examination of the overall system.

This, in particular, requires evidence that this fault is detected or can be excluded when
the specified operat ing voltage of the overall system is fallen short of / exceeded.

EMC - measures such as shielding etc. must be observed.

The two encoders must be non -interacting to each other. This applies for both the
electrical as well as the mechanical part

If both encoders are coupled to the facility to be monitored via common mechanical
parts, the connection must be positively designed and should not have any parts that
are susceptible to wear (chains, toothed belts, etc.). Should this be the case, additional
monitoring features for the mechanical connection of the sensors (e.g. monitoring of a
toothed belt) are required). In case of an active position processing at least one
absolute value encoder must be used.

When using two equivalent sensors one must make sure that the sensor with the higher
resolution is configured as sensor 1 (process sensor) and the sensor with the lower
resolution as sensor 2 (reference sensor).
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PRODUCTS

SAFETY NOTE

The GND connections oft  he encoders must be connected to the GND of
the sla ve module. This applies in the same way also to resolvers.

ATTENTION

The sensor connections must neither be plugged on nor pulled off

during operation. This could cause damage to electrical components of
the encoder .

Always de -energize connected encoders and the slave module before
plugging on or pulling off encoder connections

With externally supplied encoders, pay attention to switching off the
external supply voltage (e.g. converter)

Lines twisted in pairs for signal transmission acc. to RS485 standard

must be used for data and clock signals or track A and track B. The

wire cross -section must in each individual case be chosen in compliance
with the current consumption of the encoder an d the cable length
required for the installation.

The following applies when using absolute encoders

In Slave -mode the clock signal is generated by an external process and is read in by
the SDU module together with the data signal. This type of reading causes a beat which
results in a reading fault of the following magnitude:

F = (reading time of encoder by external system [ms]/ 8 [ms]) * 100 %

The size of the resulting reading fault F must be taken into account when determining
the thresholds in the applied monitoring functions, because this fault cannot be
compensated!
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Assignment of e ncoder interface

. ENC 1.1 / ENC2.19Y

Sensor assignment

Incremental - Encoder SIN/COS Absolut - Encoder SSI - Listener

ne.
GMND
ne.
Gl -
Data +

Data -
ne.
Clk +
VGG +

Donly SDU-21

7.9.2.2. ENC1.2 / ENC2.2?

Incremental - Encoder SIN/COS SSI i Absolut SSI i Absolut Resolver
ENC1.1/ENC2.1 ENC1.2/ENC2

2only SDU-22x

NOTICE With the terminals  ENC 1.2/ENC 2.2 of the modules  SDU-12 and
SDU-22x , the connection is inverse to the presented and to ENC
1.1/ENC 2.1.
with application of  an incremental counting system.
With encoders not connected inversely to ENC 1.2/ENC 2.2 the
direction of rotation is thus indicated inversely. The indicated
direction of rotation can be corrected in the software. (see.

programming manual SCU ADi recti odowpii)
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Connection varaints

Connection of an absolute e  ncoder as master

Pin 1 n.c.
Pin 2 Ground
é GND of the supply voltage
Pin 3 e 24V DC
Pin 4 CLK-
Sub -D Pin 5 DATA+ absolute
plug encoder
(9 pin) B (Master mode)
SDU ]
Pin 6 DATA-
Pin 7 n.c.
Pin 8 CLK+
Pin 9 Supply voltage
i is type of the connection the clock pulses of the module run to the absolute
With this type of th tion the clock pul f th dul SDU to the absolut
encoder and the data from the encoder to the SDU.
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PRODUCTS
Pin 1 n.c.
Pin 2 Ground
®
Pin 3 n.c.
Pin 4 CLK-
: , Ll
Sub -D Pin5 DATA+ Absolute
plug P . encoder
(9 pin) (Slave mode )
SbuU Pin 6 DATA-
< ®
Pin 7 n.c.
Pin 8 CLK+
< ® >
Pin 9
Supply voltage
®
A A A A
®
GND of the supply
voltage 24 V DC
Yy Vv

External sensing system

With this type of connection both clock signals and data are read in. In
the module does not supply the encoder with voltage.

this example
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Connecting an incremental encoder with TTL-Signal level

Pin 1 n.c.
Pin 2 Ground
Pin 3 n.c.
Pin 4 B-
Sub -D . Incremental
Pin5 A+
plug encoder
©@pin) [
SDU
Pin 6 A-
Pin 7 n.c.
Pin8 B+
Pin 9
Supply voltage

Pins 1, 3 and 7 stay open and are reserved for later expansions
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Connection of a SIN/COS encoder

Pin 1 n.c.
Pin 2 Ground
vT GND of the supply
. voltage 24 V DC
Pin 3 n.c.
Pin 4 COSs-
Sub -D SIN/COS
Pin 5
plug SIN* encoder
(9 pin) <
SDU
Pin 6 SIN-
Pin 7 n.c.
Pin 8 cos+
Pin 9 Spply voltage

Pins 1, 3 and 7 stay open and are reserved for later expansions.
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PRODUCTS
7.9.3.5. Connection ofar esolver as m aster
Pin 1 Reference Out +
[ J
Pin 2 Reference Out -
[ J
Pin 3 Reference In +
Pin 4 COS -
T GND of the supply
Sub -D Pin5 SIN + \Y voltage 24V DC Resolver
plug (Master
(9 pin) mode)
SbuU
Pin 6 SIN -
T GND of the supply voltage
V 24vDC
Pin 7 Reference In -
Pin 8 COS +
Pin 9 Monitor Reference Voltage

With this type of connection, the clock signals are submitted from the
the absolute encoder and the data from the encoder to the

SDU.

SDU module to
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PRODUCTS
7.9.3.6. Connection ofa resolvers as slave
Pin 1 nc
. Monitor Reference
Pin 2 Voltage GND
Pin 3 Reference In +
L 2 @
Pin 4 COS -
@
Sub -D ) Resolver
plug Pin 5 SIN + (Slave mode)
(9 pin) < ¢
SDhU
Pin 6 SIN -
< !
Pin 7 Reference In -
L] ?
Pin 8 COS +
@
Monitor
Pin 9 Reference
Voltage
A A
GND of the supply
voltage 24 V DC = Y v
' +
o o+ + 0w ' %
Z s 00 Z2Z2
O ¥ O O " n

Exxternal sensing system

HB-37500 -810-11-16F-EN SCU Installation Manual - Master and Slaves - SARC

Status: 09.06.2022

Page 64 of 303




V4 Connection and installation B B H

Connection of proximity switch SDU-1x/ -2x

The connection is made via plug connector X23 on the digital 4 é1 7.
The exact pin assignment depends on the encoder type and is shown in the connecting
plan of the programming interface

NOTICE When using HTL -encoders please bear in mind that the tracks A+ and
B+ or A - and B - must be combined accordingly

Connection of HTL/ proximity switch  SDU12/SDU22x
The connection is made via plug connectors X27 and X28, or X29 and X30

7.9.3.8.1. HTL-encoder with A+/A - or B+/B - signal

A+
Terminal 1
strip
X27 b .
X29 2 2
3
L B+
1
[ Inkremental
strip Encoder
B-
X281 ole
X30 2
3
Terminal 4 Supply voltage
strip
X17 b
X19 2 2 Ground _
Power supply
Encoder

SDU-12 Encoder 3 2 SDU-22 Encoder 4
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7.9.3.8.2. HTL-encoder with A+ or B+ - signal

1
Terminal
strip 5 A
X27 b
X29 2
3
)
Inkremental
Terminal 5 Encoder
strip e
x28 b
X30 2
3
Terminal 1 Supply voltage
strip
X17 b
X19 2 > Ground
Power supply
Encoder
1) SDU-12 Encoder 3
2 SDU-22 Encoder 4
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Configuration of measuring distances

Genreal description of encoder configuration

The most important input variables for the monitoring functions of the module are safe

position, speed and acceleration. These are obtained by dual -channel generation from

the connected sensor system. A category 4 comp liant architecture, i.e. continuous dual -
channel recording with high degree of diagnostic coverage, is required for Pl e acc. to

EN ISO 13849 -1. For possible single -channel components (e.g. mechanical connection

of the sensors/encoders with only one shaft/ fastening) fault exclusions acc. to EN 1SO
13849 -2 may be used, if this should be necessary. For Pl d acc. to EN ISO 13849 -1one
may work with a reduced degree or diagnostic coverage. Simple design sensor systems

(speed monitoring only) may under certain ¢ ircumstances be sufficient under due
consideration of the permissible fault exclusions acc. to EN ISO 13849 -2.

See also APPENDIX 1

Further configuration is described in the programming manual:
APr o g riagmanual SafePLCZ?fi .
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8.1.

Sensor type diagnoses

Sensor typ e diagnoses
Absolute encoder and incremental measuring systems are possible, as well as counting

pulse generating proximity switches.

Absolut e e ncoder:

Data interface:  Serial Synchron |

Dat a format: Binary o r Gray

nterface (SSI) with variable data length
from 12 to 28 bit.

code,

Physical Layer: RS-422 compatible

SSI| -Master operation :
Clock rate:

SSI-Listener

operation (Slave mode) :
Min. clock pause time
Max. clock pause time

150kHz

Max. extern al clock rate 250 KHz Y or 350 kHz 2.

150 psec
1 msec

Diagnoses :
Diagnosis Parameter s Fault threshold
Supply voltage monitoring Fixed values + - 20% +/ -2%
5Vv,8V, 10V, (measuring tolerance)
12V,20V, 24V
Monitoring of differential Fixed value + - 20% +/ -2%
level on input RS 485 -level (measuring tolerance)
Monitoring of Clk  -frequency Fixed value 100 kHz < f < 350 kHz
Plausibility of speed versus Fixed value DP <2*V*T with
position T=8ms
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Parameterization of

SSI -format:

tart | Cko | Ck1 | Ck2 | |

|S
Yo
|

Clk CIkN
<\ Anzahi Ck
= Framelength

Example :

SSI-Frame Length:

Data - Length:
Status:

tart | Cko | Ck1l | Ck2 |

|S
RN
|

| « Index R
Daten
Index
Status
K Daten >< O Status
Status information Status | Status | Status Status
1 2 3 0
Fault mask l
0 = donot Mask Mask Mask Mask
: 1 2 3 o
1 = active
Result mask
for error = 0 Result Result Result Result
(evaluation active) 1 2 3 0

28 cycles
22 bit

5-bit, 3-bit Fault + 2-bit Warning /ready for operation

l CIk24I Clk 25 IClk26 [ Clk 27 [ Clk 28 |

Clk CIkN €— Number Clk

= Framelength

I ‘ 6 Clk y
[—
1Clk
K Daten >< O Status
. X T T N T Operatin g
Status information [ Temperaur | Intensity By o [Wamine mode
1=Emor | 1=Emor | 1=Emor [COTAMINATON -y _ o
1= Error ]
Fault mask l
0 = donat 1 1 1 0 0
1 = active
Result mask l
for error = false
) ) 0 0 0 0
(evaluation active) 2
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8.2. In cremental encoder :
Physical Layer : RS-422 compatible
Measuring signal A/B: Track with 90 -degree phase difference
Maxim um frequen cy of input cycles 200 KHz 9 or 500 kHz 2
Diagnose s:
Diagnosis Parameter s Fault threshold
Supply voltage monitoring Fixed values +/ - 20% +/ -2%
5Vv,8V,10V, 12V, (measuring tolerance)
20V, 24V
Monitoring of differential Fixed value RS 485 -level +/ - 20% +/ -2%
level on input (measuring tolerance)
Monitoring of the counting Fixed value DP > 4 Increments
signal separated for each
track A/B

SinusCosinus  encoder 1 Standard mode
Physical Layer : +/ - 0.5 Vss ( without voltage offset )
Measuring signal A/B: Track with 90 -degree phase difference
Maxim um frequency of input clock pulses : 200KHz Y or 500 kHz 2
Diagnose s:
Diagnosis Parameter s Fault threshold
Supply voltage monitoring Fixed value + - 20% +/ -2%
5V,8V,10V, 12V, (measuring tolerance)
20V, 24V
Monitoring of amplitude Fixed value 1V ss 65% von 1V ss+/ - 2,5%
SIN2+COS2 (measuring tolerance)
Monitoring of phases A/B Fiexed value 90° +/ - 30°+/ -5°
(measuring tolerance)
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SinusCosinus  encoder 1 High resolution m ode:
Physical Layer : +/ - 0.5 Vss ( without voltage offset )
Measuring signal A/B: Track with 90 degree  phase difference
Maxim um frequency of input clock pulses : 15kHz 2
Diagnosen :
Diagnosis Parameter s Fault threshold
Supply voltage monitoring Fixed values + -20 %+ -2 %
5V, 8V, 10V, 12V, 20V, (measuring tolerance)
24V
Monitoring of amplitude Fixed value 1V ss 65 %oflV ss+/ -25 %
SIN2+C0S? (measuring tolerance)
Monitoring of phases A/B Fixed value 90° +/ - 30°+/ -5°
(measuring tolerance)
Monitoring of counting Fixed value +/ - 45°
signal / signal phase
guadrant
8.5. Proxi 1 Switch
Signal Level: 24V [ OV
Max. counting frequency : 10kHz
Circuit logic : de-bounced
Diagnose s:
Diagnosis Parameter s Fault threshold
Supply voltage monitoring Fixed values 24V +-20 %+ -2 %
(measuring tolerance)
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Extended monitoring Proxi mity s witch/ proxi mity s witch

The extended monitoring uncovers the following faults

a) Supply voltage failure

b) Failure of output signal in driver direction

¢) Malfunction of High signal proximity switch

d) Interruption of signal path

e) Mechanical de -adjustment of proximity switch / excessive switching distance of
proximity switch

For diagnostic purposes both status conditions of the counting signal are additionally

recorded synchronously and compared logically. A damping of at least one of the two
signals must be guaranteed for each shifting gate. The logic will evaluate this
instruction.

Design of switching gate with radial sensor
arrangment

max Sensor A Intended theoretic  signal form

16,7, 33,3% 16,7, 33,3%

Spindel shaft L
T=100%
Switching gate
Sensor B

The diagnose must be designed for at least the following limiting values:

Max. counting frequency: 4 kHz

Max. blanking 0-signal: 50 %

Min. coverage: 10 %

HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 72 of 303

Status: 09.06.2022




ﬁ Sensor type diagnoses oc

Reading in counting signals

The two counting signals are both separately assigned to the two channels. In each of the
channels the status is read in synchronously. In order to ensure synchronization this must
be carried out directly after the channel synchronization. Sampling must take place at

least 1x per cycle. The max. deviation in synchronization is 20 ps.

The status conditions must be exchanged crosswise through the SPI.

Logi ¢ p rocessing
The following evaluation must be made in both channels

Signal A Signal B Result
Low Low False
High Low True
Low High True
High High True
8.7. HTL 1 Sensor
Signal level : 24VIiov
Physical Layer: Push/Pull
Measuring signal A/B: track with 90° phase difference
Max. counting clock frequency 200 kHz at X27/28 or X29/30

(only SDU12, SDU -22)

Diagnose s:
Diagnosis Parameter s Fault threshold
Supply voltage monitoring Fixed values +-20 %+ -2 %
5V, 8y, 10V, 12V, 20V, (measuring tolerance)
24V
Monitoring of differential Fixed value 24 V +-20 %+ -2 %
level on input (measuring tolerance)
Monitoring of the counting Fixed value DP >4 increments
signal separated for each
track A/B
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8.8.

RESE

Measuring signal
Max. counting clock frequency
Resolution :

Master - Mode:
Frequen cy referen ce signal:

Slave - Mode
Frequen cy reference signal
Referen ce signal form:

Don Enc 1.1/Enc 2.1
2on Encl.2/ Enc 2.2

SIN/COS i track with 90° phase difference

2 kHz/ pole
9 bit/ pole

8 kHz

4 - 16 kHz

Sinus oidal , triangle , rectangle

Diagnose s:
Diagnosis Parameter s Fault threshold
Monitoring of ratio 2:1,3:2,4:1 + - 20 %
(parameterizable ) + -2 %
(measuring tolerance)
Monitoring of signal (Depending on the ratio) Min: 3 .8 Vss
amplitude +/ -5 %
(measuring tolerance)
Max: 8 Vss
+ -5 %

(measuring tolerance)

Monitoring of phases A/B

Fixed value 90°

+ - 7°
+ -2°
(measuring tolerance)

Monitoring of reference
frequency

4 kHz to 16 kHz
(parameterizable )

+/ - 20%
+/ -5%
(measuring tolerance)

Form of reference signal

Sinusoidal,

triangle,

rectangle,

no monitoring
(parameterizable )

40 % form deviation

Monitoring of counting signal

/ signal phase quadrant

Fixed value

+/ - 45°

Note: A strong deviation of the input voltage curve from the sinusoidal shape can possibly
lead to an early triggering of the diagnosis.
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9. Rea ction time

The reaction period is an important safety feature. The reaction time must be considered

for every appl ication / for every applicative safety function. The following chapter lists the

reaction periods for particular functions. If need be, the reaction periods are listed in

relation to other parameters. If th is information is not sufficient for a specific ap plication,
the actual time behaviour must be validated against the target behaviour by means of

separate measurements.  This concerns especially the use of filtering functions.

DANGER Significant impairment of safety with incorrectly determined reaction
times

1 The reaction times for every applicative safety function must be
determined in  nominal behaviour and must then be compared
with the actual value . For this comparison the information given
below must be used.

1 Particular care must be taken wh en using filter function.
Depending on filter length / filter time, the reaction period can be
considerably longer. This prolongation of the reaction time must
be considered during the safety relevated design.

1 In case of particularly critical problem form ulations the temporal
behaviour must be validated by means of measurements.

91 During start -up of the device / alarm reset or error resetthe
outputs may (depending on the application program) become
active over the response time period. This must be taken i nto
consideration when planning the safety function.

1 When using safe field bus connections , (FSoE), the system run -
time (watchdog) must be included.

9.1. Response time at standstill ~ :
Reaction periods are calculated on the basis of the cycle time of the ~ SCU system. During
operation, the cycle time of the SCU system is T cycle = 16 ms.

The indicated reaction periods correspond to the respective maximum runtime for the
specific applicati on within the SCU block.

Depending on the application, further application _independent response times of the
sensors and actuators used must be added.
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Rea ction
_ time [ms] .
Fun ction Explanation
Typi cal worst
o -case
o . Activation of one input, logic
Activation of digital output . o
o 21 38 processing and  switching of the
via digital input
output
Activation of relay output via 31 5o Activation of one input and switching
digital input oft he output
Deactivaton of digital output 26 41 Deactivation of one input and thus
via digital input deactivation of the output
Deactivation output relay via i - Deactivation of one input and thus
digital inputs deactivation of the relay output
L - Activation of one input at one FSoE
Activation of digital  output . ) o
o 279 429 Slave. Logic processing and switching
via input at FSoE Slave
of the local output at SCU
Activation of output relay via 39D 571 Activation of one input and switching
digital input at FSoE Slave of the output
Deactivation of digital output I .
o Deactivation of one input and thus
via digital input at FSoE 29Y 469 o
deactivation of the output
Slave
Deactivation of relay output N .
o Deactiv ation of one input and thus
via digital input at FSoE 479 641 o
deactivation of  the relay output
Slave
Activation of digital output in Activation of one input at one FSoE
FSoE Slave via input at FSoE 479 63Y Slave, logic processing and switching
Slave of the local output at SCU
Dea ctivation of digital output I .
. T Deactivation of one input and thus
in FSoE -Slave via digital 491 66" .
. deactivation of the output
input at FSoE-Slave
Activation of an internal monitoring function
Activation of a monitoring o1 - by the ENABLE signal

function by ENABLE
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Rea ction
. time [ms]
Fun ction
Tvoi cal Worst
i ca
o -case
Reaction of an already
activated monitoring
function including PLC edit
. - . 212 39
in case of position processing
and speed processing via
digital output
Reaction of an already
activated monitoring
function  including PLC edit 392 622
in case of postion processing
and speed processing via
digital output.
Calculation SARC 16 16
Use virtual axes for monitoring
. 32 32
functions
Error reaction time SARC 32 32

Table 1: reaction time

Explanation

If the monitoring function that has

already been activated by ENABLE, the
block needs one cycle to calculate the
current speed value.  In the next cycle,
after the monitoring function has been
calculated, the information is

processed and edited via the PLC. That
means, according to the implemented

logic this leads e. g. to the switching

of one output.

If the monitoring function that has

already been activated by ENABLE, the
block needs one cycle to calculate the
current speed value. In the next cycle,

after the monitoring function has been
calculated, the information is

processed and edited via the PLC. That
means, according to the implemented

logic this leads e. g. to the switching

of one output.

Calculation of SARC blocks within a cycle.

Calculation virtual axes and provide for use
in the monitoring functions

Error reaction time for SARC calculations

NOTICE -

A 1): Applies to EL1904, EL2904 and SSM

A 2): If a mean value filter is used, its reaction period must be added.
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This results in the following formulae for the typical reaction  time :

1 Readingin of digital input of FSoE Slave on digital output of Master
Tiyp = 2*Tslave+ X * Ecatt 2*Tzykius

1 Readingin of digital input of SCU on digital output of FSoESlave
Typ = 1.5 Tykiust X*Tecat 1.5* Tsiave

1 Reading in of digital input of FSoESlave on digital output of  FSoESlave
Typ = 1.5* TBlavesprt X*Tecatt Tzykiust 1.5* Tsiavespo

Tsiave = processing period  Slave

Tecat = processing period EtherCAT

X =1. synchronousto DC/FSoE Master
X =2: asynchron ousto FSoE Master
Tworsoe =16 MS ..XXX ms

Tzykus = 16 ms

In the worst case scenario, the watchdog time of the FSoE connection must be included.
Rea ction time worstcase =2* T watchdog + reaction time Output

Reaction time ouput : Reaction time of output at the corresponding assembly
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9.2.

Response time of FSoE in Fast channel operation

The basis of the calculation of response times  of the Fastchannel connection is the Fast

Chanel processing time + transmission time EtherCAT.
Fast Channel processing time Trceyce =2 mMS
Transmission time : Ttransmission = 4 ms .

The Fastchannel responsetime onthe side ofthe SCUis 2* (T_FCcycle +
T_transmission ).

To thisthe Response time of the Slave block is added.
Response time max =2* responsetime  save +2%T Fcoycle + T transmission )

Fort he worst case treatment, the Watchdog time of the FSoE connection must be
included.

Response time  worstcase = 2* T watchdog + response time  output

Response time ouput : response time  of the output at the corresponding Slave

NOTICE
1 Inthe function al scheme the Fastchannel plan can be linked to the
standard plan. If the Fastchannel plan is linked to the standard plan, the
response time  of the standard plan must also be considered.
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Response times for error distance monitoring

The following calcula tion scheme results for  the calculation of the WorstCase conditions:

Systemds speed at the time of scHY®ning

System6s speed at the reaction o0 Ya-tihugiter SCU
VA2 = with filter

Threshold value  (t treshoid vaiwe  for monitoring SLS or SCA): Vs = constant forall t

Parameterized filter value  : Xr = constant for all t

Maxim um possible acceleration of the application : ar = constantf orallt

Delay after shutdown av = constant forall t

Scanning time for occurrence of a WorstCase event : Terror

Response time of the SCU system : treact

Response time of the SCU system : tilter

For WorstCase consideration, it is assumed that at first the drive moves exactly on the
parametrized threshold Vo at a speed V(s), and that afterwards it accelerates at the
maximum possible value  ar.
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............................................... e e e ——  With OVErspeed
—— without overspeed

14 A

12 A

Va1 :
10 Feereneoe A o e LU FOUUUUUUUUUUUUE VUUUUU AUUUUUUUUUUUUUUUUUSY SUUUUUUUUUUUUUUUI UTO

Velocity [m/s]

i treact '+ tﬁlteri

I

Terror itfiter
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:?fffffflf
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Time [s]

70 treact + tﬁlteré

I

ttitter
60 - - -

i

treact
50 ~ i :

40 1

30 A

Positition [m]

20 A

10 A

—— with overspeed
—— without overspeed

0 2 4 6 8 10 12
Time [s]
Diagramm 1: Drive response with / without overspeed distance
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The following applies for ~ the courses of V and s the following relations result without

Overspeed distance

Parameter s | Method of calculation

Value from information about
response time SCU +

T Reakt . . .
Deceleration time in external
disabling string

ar, av Not specified

Va1 =Vs+ar*t react

Table 2: calculation of response time without Overspeed

Remark

Deceleration time in external
disabling string from
information by relay
manufacturer /  contactor
manufacturer / brake
manufacturer etc

Estimation from application

The foll owing applies for the courses of V and s with Overspeed distance

Parameter s @ Method of calculation

Value from information about
treact response time SCU + deceleration
time in external disabling string

ar, av not specified

Va2 =ar*treact+ (Vs?+2*%a g*Xp)l2

Table 3: calculation of response time with Overspeed

Remark

Deceleration time in external
disabling string from information

by relay manufacturer / contactor
manufacturer / brake

manufacturer etc

Estimation from application

NOTE

A The effect of the filter is that the set speed threshold Va is pushed upward

V with Overspeed Distan ce [m/s]
V without Overspeed Distance [m/s]

by a value delta_v_filter [ § VFiter ] . Forthe application, the new values for
the re sponse time (Treact = T scu + T siter ), aS Well as the speed resulting
thereof must be considered when switching off by the SCU.
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10.

Safety -related characteristics

10.1. Intern al architecture

The internal structure of the SCU units follows category 4 according to EN 13849 -1:
Two separate channels with mutual comparison of results.

Additionally, high -grade diagnostics are carried out for erro r recognition
im m
Ia La i Oa
$:
im m
g L i Og
PES

Fig. 11: 2-channel architecture

Thus, the total architecture shows the following structure

] Eingang/ PES Ausgang/
Sensor Aktuator
Eingang/Sensor i input/sensor PESi PES Ausgang/Aktuator
output/actuator
Fig. 12: total architecture
Double import of every input and diagnostics by cross -comparison

The specific safety -related characteristics must be taken from the technical characterist
indicated in chapter 6.

For the safet y-related evaluation of  complete systems, for the subsystem PES the

identification data indicated in chapter 3 can be used (e. g. PL e and PFH value according

to table for proof accordingto EN ISO 13849 -1)

ics
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Safety -related characteristic data

Max. ach ievable safety class SIL 3 according to IEC 61508
Category 4 according to EN ISO 13849 -1
Performance level e according to EN ISO 13849 -1
System stru ctur e 2-channel with diagnostics (1002) according to
IEC 61508 , Architecture category 4 according to
EN ISO 13849 -1
Design of the operating mode Ahi gh d e aeordidgio IEC 61508 (high
demand rate)
Probability of a dangerous failure per SCU-0-EC PFH=7,68*10 -°
hour (PFH value) SCU-1-EC PFH = 7,86*10 -°
SCU-2-EC, SIO -2 PFH =7,96*10 -°
SDU-x PFH =2,010 -°
Specific values according to "Safety S|IO-1 9,2 FIT
characteristics" tables SSB-6-EnDat PFH =1,713*10 8
SSB-6-DSL PFH =1,795*10 -8
Proof test interval (IEC 61508) 20 years, after that the assembly must be
replaced
SAFETY - 1 The specific safety related characteristic data of the corresponding
NOTICE module can be taken from the technical characteristic data in
chapter 6.

1 When using several sensors with different functions (e.g. position
indicator access door + speed detection) for a safety function (e.g.
safe reduced speed when access door is open), these must be

assumed as being connected in series for the safety related

assessment of the overall system. See also exemplary calculation in

appendix.

The safety regulations and EMC -directives must be strictly followed.

Concerning the applicable fault exclusions please refer to the tables

under D in the appendix of EN 13849 -2.

1 The characteristic data specified in chapter 6 for the partial system
PES (e.g. PL e and PFH-value acc. totable as  evidence acc. to EN ISO
13849 ) can be used for the safety related assessment of the overall
system.

= =

The following examples and their characteristic architecture are mainly responsible for the
assignment to a category acc. to EN ISO 13849 -1.

The maximum possible Performance Levels acc. to EN ISO 13849 -1 resulting
from this still depend on the following factors of the external components:

Structure (simple or redundant)

Detection of common cause faults (CCF)

Degree of diagnost ic coverage on request (DC  avg)
Mean time to dangerous failure of a channel (MTTF d)

=A =4 4 =4
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Safety related characteristic data and wiring for the connected
sensors
Each SCU unit has completely separated signal processing paths for every safety input
This applies for both the digital and the analog inputs. Furthermore, measures for
achieving the highest possible DC -values have been implemented.
10.2.1. Digital sensors

Digital inputs and outputs are generally of a completely redundant design, except the
electro -magnetic input terminal. The following list contains details for classification, the DC

and the achievable Pl or SIL.

10.2.1.1. Charakteristi cs of sensors / input elements

S Im m

T - I La i Ona

|

pE— | c —

I Sg im m

T g Ls i Os

Sensor PES Actuator

Fig. 13: Digital sensor 2 -channel parallel

Two -channel input element in parallel connection (cat. 4, fault tolerance 1) with high DC
due to signal processing in two channels and diagnostics by means of Cross comparison in
the PES.
Sa=K1 im m
=2 N La i Oa
ic K1
Sg=K2 im m
] =2 Is Ls i Os
K2
Sensor PES Actuator

Fig. 14: Digital sensor 2 -channel serial

Two - channel input element in serial connection (cat. 4, fault tolerance 1) with low to
medium DC due to signal processing in two channels and diagnostics by means of cyclical

testing.
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s1 ’—{lAli—m|LAlﬁ|oA} |

1~r c K1
o) , A 4 "
s o s [ os |
K2
Sensor PES Actuator
Fig. 15: digital sensor one -channel
One-channel input element and two -channel processing at low to medium DC due to

two -channel signal processing and diagnostics by means of cyclical testing. PL / SIL
dependent on permissible fault exclusions and on the test rate of input element.

10.2.1.2. DC of digital sensors / inputs

The SCU modules ensure far reaching  diagnostics functions for the input element . These
are carried out permanently or optionally ( cross -shorting monitoring by means of pulse
identifi er, cross comparison, 2 - or multi -channel sensor with/without time  -out, start -up
test).

Pernanently active diagnostics functions :

Cross comparison

The SCU modules inputs are in general internally designed with two channels. The status

of input signals is permanently compared crosswise. Only with High signals in both partial
input systems the input is considered a High input, should the signal level deviate between

both channels, the input is set to Low state

Dynami ctestof the partial input system switching thresholds
The switching thresholds  for the detecti ng the High level are tested cyclically  with a high
cycle rate . Falling below the defined threshold value a module triggers a module alarm.

Dynamic test of the inputsystem &6s switchability
The switchability  of the input system to Low level is tested for all inputs with a high rate
Falling below the defined threshold value a module triggers a module alarm

Diagnostics functions that can be enabled by parametrization :

Cross circuit test

The SCU modules hav e clock signal outputs , identified by an unabiguous signature. When
performing the cross  -shorting test the switching elements of the digital sensors / input
elements are supplied with auxiliary voltage by the SCU unit via the clock signal outputs.

The sign ature is thus stamped on the High signal level of the sensors / input elements and

checked by the SCU assembly. With the signature test short -circuits and cross  -shorting to
High signals can be recognized. With alternating use of the pulse signals of multi -contacts,
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parallel signal lines or adjacent terminal assignment, cross -shorting between the
respective input elements is detected.

Sensor s/ input elements with 2- or multipol e contacts without time -out :
Several contacts can be assigned to the sensors / input elements. These are therefore
compatible with at least 2 -channel elements. A High level of the sensor/input element
requires a logic series connection of both contacts.
Example 1:
Input element with 2 normally open contacts: High level ~ when both contacts are closed
Example 2 :

Input element with one normally open contact and one normally closed contact: High
level when normally closed contact is act uated and normally open contact is not
actuated.

Sensors / input elements with 2- or multipol e contacts with time -out :

Same test as before, but additional monitoring of the input signals for compliance with the
defined level connections within a time window of 0.5 seconds. Defining the levels over a
time period of > 0.5 seconds triggers a module alarm.

Start -upte st

Each time the safety module (=SCU module) is switched on, the input element must be
tested in direction of the Low signal status (defined Safe State), e.g. by actuating the
Emergency Stop bu tton or a door lock after the system has been started.

Operational tests / organizational tests :

Apart from the previously mentioned diagnostic measures for the SCU modules, cyclic
testing can be performed within the application. These tests can also be used when
assessing the DC.

NOTICE Operational/organizational tests can also be used for a combination of
hardware inputs and functional inputs (input information transferred via
standard field bus). However, an exclusive use of functional inputs is ruled
out in this context (combination of two or more functional inputs).

The SCU modules therefore ensure far reaching diagnostics functions for
the partial input system. These are performed permanently or optionally
(cross -shorting monitoring by means of pulse identifier).
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The following diagnoses for input sensors can generally be used for the safety related

assessment of the entire system:

Input Parameterized / DC
element operational tests
characteristic

1) o
N £
2 3 3
5 ' - B
5 g & FB§
7] = - o ®
c £ E 33
@) = n O o
Single -channel
(@) (@] >60
X 90
90-
X (@) (@]
99
Dual -channel
90
90-
(0] (@)
99
X 99

Definition of measure

Cyclic test pulse by
dynamic change of input
signals

Cyclic test pulse by
dynamic change of input
signals

Cyclic test pulse by
dynamic change of input
signals

Cross -comparison of input
signals with dynamic test,
if short -circuits cannot be
detected (for multiple
inputs/outputs)

Cyclic test pulse by
dynamic change of input
signals

Cross - comparison of input
signals with immediate
and intermediate results in
the logic (L) and temporal

Note

A sufficiently high
test rate must be
ensured.

Only effective if
pulse assignment
is active

DC depending on
frequency of start /
cyclic test
DC =90 test only
in >4 week
intervals
DC = 99 test at
least 1 x day / or
100 -time request
rate
For fault exclusion
short -circuit up to
DC=99 possible

DC depending on
frequency of start
/ cyclic test

Only effective if
pulse assignment
is active
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as well as logic program
sequence monitoring and
detection of static failures
and short circuits (for
multiple inputs/outputs).

Plausibility test, e.g. use of Only effective in
normally open and connection with
57 99 normally closed contacts = activated time -out
non -equivalent signal function for input
comparison of input element
elements.
SAFETY NOTE 1 The manufacturer's data (MTTFD, FIT -numbers, etc.) must be used

for a safety related assessment of the partial system "Sensors".

1 The DC -values listed in the table must be used conservatively and
compliance with the boundary conditions (see tabl e under
must be ensured.

1 According to the applicable standards, fault exclusions are permitted.

The boundary conditions mentioned in this context must permanently
be met.
9 If several sensor systems are required for the correct function of a

single safety function, their partial values must be correctly merged
by following the chosen method
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10.2.1.3. Classification of digital inputs
10.2.1.3.1. Digital inputs | 0 0
Device type Digital Achievable Comment
inputs performance level

Suitable for any kind of input

elements, with / without pulse,

100 é 1! PLe achievable P L depending on the MTTF 4
of the input element, as well as fault
exclusions in the external wiring.

SCU-x-EC,
SIO -x

Suitable for any  kind of input

elements, with / without pulse,

PLe achievable P L depending on the MTTF 4
of the input element, as well as fault
exclusions in the external wiring.

Single -channel with pulse:

- Mainly High level required
(T High > 100 *T Low)
- Atleast one request/day required
SDU-x by application
- - Fault detection upon request

1 00
1 08

o D

PLe

Single -channel without pulse:

104 ¢é 1 ( ) N
- - Fault exclusion short  -circuit between
PLd °
signals and to VCC
- Fault detection upon request
Dual channel:
PLe - Atleast one request/day required by
application
- Fault detection upon request
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10.2.1.3.2. Digital inputs  1/0Os (I1QIx)
Digital Achievable Comment
inputs performance level
Without pulse, single channel static signal
-> auxiliary input
Without pulse, dual channel static signal
PLe - Atleast one request/day required by
application
- Fault detection only upon request
Without pulse, dual channel static signal
PLd - Less than one request/day required by
application
1QIx Single - channel with pulse
- Mainly High level required (T High > 100
PLe * T Low)
- At least one request/day required by
application
- Fault detection only upon request
PLd Single -channel with pulse
- Lessthan one request/day
blLe Dual channel with clock  output 1 (T1) and
clock output 2 (T2)
NOTICE The achievable PI for a combination of HW -inputs and functional inputs

depends on the chosen operational/organizational tests as well as on the
independence of both channels in the system structure. The de termination
of the PL requires an application related analysis.
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10.2.1.4.1. Single -channe | sensor, without cross -shorting test
X14
101 %, ™
102 @
103 @
104 @
113 %)
114 @
T1 %)
T2 @
X12
L+ ®

L-

Fig. 16: Single -Channel sensor, without cross -shorting test

The single -channel sensor is connected to the SCU module without clocking or
without cross -shorting t est. This design is not recommended for safety
applications. P L b acc.to EN ISO 13849 -1 can maximally be reached.

10.2.1.4.2. Single -channel sensor with cross -shorting test

x
O,

101
102
103
IO.4

| 1I3
114
T1
T2

OO0 || OO0

§

T1
T2
L+
L-

Fig. 17: Single -channel sensor with cross -shorting test
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When using a single -channel sensor with clocking, the power supply of the
switching element is attached to the clock output T1orT2. The clock must
subsequently be assigned to the SCU.

The use of a single -channel sensor with clock detects

short -circuit to supply voltage DC 24 V
short -circuit to DC 0 V
cable interruption (current interruption is safe state!)

However, be cautious in case of a cable short between the two sensor
connections, because this is not detected! A short -circuit between T1 and 100.

Due to the single -channel character of the switching element / sensor its
failure requires  a fault exclusio n. This is permissible when using positively
disconnecting switches with correct constrained actuation.

A series connection of 2 switching elements with corresponding fault exclusion

of a double fault is on equal footing with the application (Occurrence o ftwo
errors at the same time.

These may be e.g. the safety outputs of an electronic monitoring device (light

curtain, switching mat) with internal dual -channel switch -off.

PL d acc. to EN ISO 13849 -1 can be achieved by using a suitable switching
eleme nt and with cautious wiring of the sensor. In special cases, i.e. in
connection with suitable switching elements and permissible fault exclusions

one may also achieve PL e as per EN ISO 13849 -1.
SAFETY NOTE f PLeorhigheracc.to ENISO 13849 -1 is achieved if the short  -circuit
N between input and associated pulse output as well as the short - circuit
between the sensor connections can be excluded. Here one must take
care that in a fault scenario the switch must be positively opening in

accordance with EN 60947  -5-1. The sensor must additionally be
triggered in regular intervals and the safety function requested. Fault
exclusions can be achieved in accordance with EN ISO 13849 -2 table
D8. In case of single -channel use of the inputs, the achievable safety
level must be limited to SIL 2 or PL d, if the safety function is
demanded at regular intervals.

1 A series connection of 2 switching elements with fault exclusion for
double fault requires testing of the suitability in accordance with the
intended safety level of this element. We would like to draw your
attention to the applicable regulations in the EC machine directive
2006/42/EC.

1 For single -channel sensors a safety related use of the inputs is only
intended in connecti  on with the clock outputs.
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10.2.1.4.3. Dual - channel sensor without time -out and without cross -

shorti ng

Faults are at least detected when requested. The DC is medium and by using
cyclic tests (start test, operational/organizational tests) can be changed up to
high | evel. depending on the test frequency.

Only normally closed contacts should be used for safety related applications.

PL d acc. to EN 13849 -1 can be achieved when using sensors / switching
elements with fault exclusion for not opening the switch contacts. This is

permissible when using positively disconnecting switches with correct

constrained actuation. The use of sensors with self -monitoring output contacts
is also permitted.

PL e in accordance with  EN ISO 13849 -1 can be achieved when using sensors /
input elements with sufficiently high MTTF d¢ in connection with temporal

plausibility monitoring and a sufficiently high cha nge of the switching state =
dynamic testing.

X14

100
101
102
103

o7
©

112
113
T1
T2

QOQQ || OO0

X12

L+
L-

Fig. 18: dual -channel s ensor homogen ous without cycling, with positive disconnection

X14
100 Q@ <]
o | |@ I~
102 @ Oz
103 @
112 (%)
113 @
T1 Q@
T2 (%)
X12
L+
L-
Fig. 19: dual -channel input element heterogeneous , without cycling
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SAFETY NOTE 1 PL d or higher in accordance with EN ISO 13849 -1is achieved by
using switching elements / sensors with positively opening contacts or
positive actuation acc. to EN 60947 -5-1
1 Using devices for which the fault exclusion double fault for the
intended safety le vel can be specified for the switching elements, is
permitted. We would like to draw your attention to the applicable
regulations in the EC machine directive 2006/42/EC.
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10.2.1.4.4. Dual -channel sensor with time -out and cros s-shorting test

Cross -shorting as well as connections to DC 24 V and DC 0 V can be detected
by using two independent clock signals on the homogeneous sensor.

PL d or higher acc. to EN ISO 13849 -1 can be achieved when:
- Use of sensors/switching elements with forced actuation.
- Use of 2 sensors/switching elements with independent manipulation

- dto. However, with actuation via a common actuation device in connection
with an error exclusion for this device

Fig. 20 dual -channel sensor homogen ous with clock

X14 @
100 @ ’\
01 {|@ H
102 %
103 %,
112 %)
113 %)
T1 %)
T2 @
X12
Tl ®
T2 *® ®
L+
L-
SAFETY NOTE 91 PL d or higher in accordance with EN ISO 13849 -1lis achieved by
using switching elements / sensors with positively actuation

1 When using two independent sensors with independent actuation, P
d or higher acc. to EN 1SO 13849 -1 can be achieved.

1 When using common elements in the actuation chain, a fault
exclusion is required for this purpose. The corresponding limitations
and criteria acc. to EN 13849 -1 must be observed
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Overview of achievable

PL for digital safety

inputs

Type of Input Parameterized / Achie - Fault exclusion Condition for input
Sensor / operational tests vable P L = for input element element
input acc. to
element EN ISO
13849 -1
S c
c — =
2 = -‘% e =22
5§ 328 & o3
Operation proven
input element
All faults at  the MTTFp = high
100..113 . L
o input element Connection in
Short -circuit at control cabinet or
input/signal line protected routing
All faults at the Input elem ent does
input element not comply with
100..103 o min. PLf
108113 _Short -_cwch at o
input/signal line Connection in
control cabinet or
protected routing
Getting caught Mainly High level
L required (T wigh > 100
*T Low). Positively
Short -circuit at disconnecting
input/signal line MTTFp = high
Connection in
control cabinet or
all protected routing
All faults at the Input elem ent does
input element not comply with
min. PL r
Short -circuit at
© input/signal line Connection in
control cabinet or
protected routing
MTTFp = high
Short -circuit Connection in
between control cabinet or
Dual - input/signal line protected routing
channel all
parallel

MTTFp = medium
MTTFp = high
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10

Dual -
channel
parallel

Dual -
channel
serial

Safety -related characteristics

all X e
d
101..104
109..114
O e
(@] d
all
(e} e

X: Diagnostic measure activated
O: min. 1 diagnostic measure activated

Short -circuit
between
input/signal line
(only with
common
switching
elements = 2xNO
or 2xNC

Short -circuit at
input/signal line

Getting caught /
positively
disconnecting

Short -circuit at
input/signal line

Short -circuit at
input/signal line

Connection in
control cabinet or
protected routing

MTTFp = high

Connection in
control cabinet or
protected routing

MTTFp = medium

Connection in
control cabinet or
protected routing

MTTFp = high

Connection in
control cabinet or
protected routing

MTTFp = medium

MTTFp = high
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10 Safety -related characteristics BBH

Sensor s for speed and/o r position detection

General safety related structure o f sensor interface for position and/or speed

The SDU-x modules of the SCU series are equipped with one  (SDU-11), ortwo encoder
interfaces (SDU-12/ -22) per axis .

Depending on encoder type and combination, dif ferent safety levels can be reached.
The following system reflection results for the corresponding partial system

im m
n I e N =
Sensora kc
) y
3 L o e [ 0 |
Sensor Sensore PES Actuator

Fig. 21: dual -channel sensor system with separ ate signal processing

Dual sensor system with separate signal processing in two channels, diagnose by cross -
comparison in the PES

[single-channel Dual-channel
partial system  partial system

im l

(e P
A
) y

| m oL |

Track B | lg Lg Og I

Sensor PES Actuator

Fig. 22: Sensor system with single -/dual -channel partial ~ system

Sensor system with  single and dual -channel partial system (example incremental
encoder). Diagnose by separate signal processing in two channels and cross -
comparison in the PES as well as further specific diagnoses
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10 Safety -related characteristics

General diagnostic measures for encoder interface

For fault detection in the sensor system the

SCU series (SDU modules)
diagnostic measures implemented, depending on the chosen encoder type or its
combination. These are automatically activated when choosing the encoder type.

has a number of

With respect to their type and effectiveness diagnostic measures can generally be

classified using the following table

Diagnoses for sensors for position and/or speed detection:

Measure DC Note Use
Cross -comparison of input 99% Only to be used for: Monitoring of 2 -channel
signals with immediate and - dual -channel sensor sensor systems or the
intermediate results in the logic systems (2 separate corresponding partial
(L) and temporal as well as logic Sensors), . system of sensors for
- the dual channel partial
program sequence monitoring system of single channel dynamic operation
and detection of static failures sensors (incremental Not to be used for
and short circuits (for multiple encoder) . standstill monitoring!
inputs/outputs). - Diagnose for the sm_gle
and dual channel partial
system of especially
suitable sensor systems
(SIN/COS -encoder,
resolver)
- Dynamic operation /
no standstill monitoring
Cross -comparison of input 80- DC depends on the Monitoring of 2 -channel
signals without dynamic test 95% frequency of the dynamic sensor systems or the
condition, i.e. standstill or corresponding patrtial
movement, as well as on system of sensors for
the quality of the non -dynamic operation
monitoring measure To be used especially for
(80 T 90 % for standstill monitoring!
incremental encoder, 95
% for SIN/COS -encoder)
Monitoring of some features of 60% Diagnose of specific Monitoring of the single -

the sensor (response time, the
area of analog signals, e.g.
electric resistance, capacity)

features of sensors, only
to be used for speed and
position sensors as per
chapter 4.2.2.4

channel partial system in
single -channel sensor
systems
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10 Safety -related characteristics BBH

Encodertypen und deren Kombination, Diagnosekenndaten

Safe Safe Safe 1 -channel 2-channel 2 channel
Encoder A Encoder B speed girection absolut Fault exclusion ' partial partial ~ system
e Position partial system non -dynami ¢
system dynami ¢ (stands till -
monitoring )
1 x Proxi 1 x Proxi X Operating Actuator ™ n.a. 99% 80-90%

Mech. Encoder connection*)
In cremental NC X ] . 60% 99% 80-90%
Code disk mounting **)

In cremental In cremental X X n.a. 99% 95%
In cremental 1 x Proxi X n.a. 99% 90-95%
2 x counter Proxi
In cremental 90° X X n.a. 99% 90-95%
In cremental SIN/COS X X n.a. 99% 99%
In cremental HTL X X n.a. 99% 90-95%
In cremental Resolver X X n.a. 99% 99%
In cremental SSi X X X n.a. 99% 90-95%
Mech. Encoder connection*) 60% /
SIN/COS NC X X . . e 99% 90-95%
Code disk mounting **) 90% 9™
SIN/COS In cremental X X n.a. 99% 95-99%
SIN/COS 1 x Proxi X X n.a. 99% 90-95%
2 x counter Proxi
SIN/COS 90° X X n.a. 99% 95-99%
SIN/COS HTL X X n.a. 99% 95-99%
HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 101 of 303

Status: 09.06.2022



10 Safety -related characteristics oc

DC
Safe - 2 -channel
Safe Safe . 1-channel 2-channel .
Encoder A Encoder B o absolut Fault exclusion partial partial system
speed direction " partial d i
Position system non -dynamic
system . (standstill
dynami c L
monitoring)
SIN/COS Resolver X X n.a. 99% 99%
SIN/COS SSI X X X n.a. 99% 95-99%
2 x counter Proxi
SSi 90° X X X n.a. 99% 90-95%
SSI SIN/COS X X X n.a. 99% 95-99%
SSI Resolver X X X n.a. 99% 95-99%
SSi SSi X X X n.a. 99% 90-95%
Mech. Encoder connection*) 60% /
NC SIN/COS X X . . - 99% 90-95%
Code disk mounting **) 90% ™
Mech. Encoder connection*) 60 /
NC Resolver X X . . e 99% 90-95%
Code disk mounting **) 90% ™

Mech. Encoder connection*)
NC HTL X . . 60% 99% 80-90%
Code disk mounting **)

2 x counter Proxi

00° ssl X X X n.a. 99% 90-95%
Sssl Fieldbus (ECAT, etc) | X X X n.a. 99% 90-95%
*) For the mechanical connection, a fault exclusion can be made with the note "... only positive connections are permissible for the

shaft -hub connection of the encoder axis"; alternatively, other connection forms can also be used if they meet the safety

requ irements. For their reliability with regard to the intended safety level, comprehensible proof must be provided in each case

(e.g.: overdimensioning for positive shaft -hub connection). The corresponding notes on fault exclusion in standard EN/IEC 61800 -5-
2, Annex D.3.16 (Table D.8) must be observed."
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For SINCOS encoders suitable for safety applications (see notes on this under...), a DC of 90% can be applied for the single -channel
transmit LED.

**) The connection code disc / shaft as well as the sensor embodiment must be analyzed in detail. For a possible fault exclusion,
the relevant notes in the standard EN/IEC 61800 -5-2, Annex D.3.16 (Table D.8) must be observed.

***) For speed measurement by means of Proxi, the actuator and the mounting of th e Proxi shall be analyzed with regard to their
reliability. For a possible fault exclusion, the relevant notes in the standard EN/IEC 61800 -5-2, Annex D.3.16 (Table D.8) shall be
applied mutatis mutandis.

Other single -channel parts for which the 60% apply
Power supply

Code disk mounting

Opto -receiver mechanics (not SINCOS)

Code disk
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Specific diagnostic measures with regard to the encoder type used
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2 ~
In cremental X X X
Q
X SIN/COS X X
o
@
= SSI X X
(32}
=< Proxi 2 x X
§ counting input
s Proxi 1 X
= o X
= counting input
In cremental X X X X
HTL X X
<
&)
2 Resolver X X X X X X
X
3 SIN/COS X X X
£
i)
= ssl X X X X
L 1o
S o | PXV X2 X X2
8
g2
£ w

D Onlyin High -Resolution Mode
2 measures for encoder interface Safe PXV:

- Checking the transmission of the safe position via CRC32
- Analysis and evaluation of the error bits of the encoder
- Plausibility check of the code band by dynamic color switching

A More information is available TS-37000 -410 -01-810 -xxF-SMX-x-PXV installation
manual
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10.2.2.5. Safety -related switch - off threshold encoder syste  ms for position and speed

detection

Plausibility tests with the current position and speed values are performed between
both measuring channels A and B of the SCU module as a basic measure, which are
then checked against parameterizable thresholds.

The in cremental shut - down threshold describes the tolerable deviation of position
between both sensing channels A and B in the unit of the measuring distance.

The speed shut -down threshold describes the tolerable deviation in speed between
both sensing channels A and B.

Diagnostic functions for the determination of optimal parameter values for the

applications are available within the SCOPE -dialog of the parameterization tool.
pp p
NOTE Speed and acceleration are detected values with a minimal digital
resolution.

This fact limits the smallest possible detection of speed or acceleration
and determines the digital step width for the input values.

Speed resolution

Up to a frequency of 5 00 Hz or 500 steps/s speed is detected with the frequency
measuring method, below this it is measured with a time measuring method. This
results in the following course of the sensing fault:

Course of fault in Wetection
30,0%

25,0% )
20,0%

15,0% / \
/N

SN
0,0% 4—45*‘/‘/v \oﬂ

Fault in %

N 9 QO O 0 O 8 O 8 O & & & O
N%%@@%QQQQQQQQQQQQQ
Ny 9 O ,19 O
Frequency or steps/s
Fig. 23 Course of faulti n V-detection
HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 105 of 303

Status: 09.06.2022



Safety -related characteristics

Digital accelaration resolution

The digital acceleration resolution is limited by a maximum peak time of 256 ms and
the encoder resolution. The garphs below show the lowest measurable acceleration in

dependence on the resolution in revolution

s/min, mm/s2 and m/sz2.

Value Acceleration [rev/min/s]
1000,000
100,000 \
10,000

l;ﬂﬂﬂ T T T T T T T I\

0,100 «.\\
Resolution
0,010
— ™ Ty o ! o o L = o <t ™ o =
— ™ =T L] — (n] L] Ty = = =
- N =g o <4 o a9 m
— ™ =t o —
) — o]
Acceleration [RPM/ ]
Graph acceleration, rotary (Values in rev/min /s)
Acceleration [mm/s 2] and [m/s 2]
1000,000
100,000
10,000
1,000 T T T T T T -1
0,100 —=————
_\_‘_‘——_
_\_\_\__——_
m—
0,010 = —
_____\_‘_‘——_
_\_‘_‘——_
0,001 —=
g & & g & F g8 3
— ™ =t o — ) =] L
— rd = = —
— ™
Acceleration [mm,s7] Acceleration [mys%]
Graph acceleration, linear (values inmm/s and m/s?)
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SAFETY NOTE 1 The fault can be optimized by choosing a suitable sensor resolution
for the corresponding application .
A 1 For applications with limited resolution and/or time variance of the

sensing signal, the functional performance of the monitoring function
used can be improved by using an average filter. The average filter
"smoothes" digital spurious components of the sensors. However, this
is achieved at the cost of a longer response time of the overall
system.
1 The filter time can be variably set between 0 and 64 in st eps of 8. The
dimension is "msec". In order to determine the response time of the
overall system, the filter times must be added to the specified
response times of the  SCU system (see chapter 9 ).

SAFETY NOTE 1 The manufacturer's data (MTTF b, FIT-numbers, etc.) must be used for
a safety related assessment of the partial system "Sensors".
I\ 91 If the manufacturer demands specific diagnoses to be able to
4 - guarantee the specified safety related characteristic values, these

must be checked with respect t o the specific encoder as specified in
the table "Specific diagnostic measures for position and speed

sensors". If in doubt, the matter must be clarified by the

manufacturer.

1 The DC -values listed in the table must be used conservatively and
compliancewith t he boundary conditions (see
must be ensured.

9 Inorder to determine the DC -value for safety functions with standstill
monitoring a  frequency assessment of the dynamic status may be
required. ADC of 90 % may here be used a s a guide value.

1 According to the applicable standards, fault exclusions are permitted.
The boundary conditions mentioned in this context must permanently
be met.

1 If several sensor systems are required for the correct function of a
single safety function, their pa rtial values must be correctly merged
by following the chosen method. This applies also for a combination of
digital and analog sensors (e.g. safely reduced speed with open safety
door = door contact + encoder for speed detection)

1 By choosing a suitable re  solution of the sensor system a sufficiently
low tolerance with regard to the corresponding cut - off thresholds for
the individual safety functions must be ensured.

1 When using the encoder input filter, one must consider the extension
of the response time wh  en assessing the safety related function.
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Due to the monitoring functions implemented in the SCU-series, no special demands
are initially made on the internal design of the encoder electronics in applications with
encoder systems, i.e. standard encoders can normally be used.

A safety related assessment of the overall arrangement must generally be made. Data

issued by the encoder manufacturer (FIT, MTTF) as well as the DC from the table in
chapter 10.2.2.2 General diagnostic measures for encoder interface 0 must in
be used.

When using individual encoders at least a fault exclusion for the mechanical actuating
chain, as well as for the single -channel part of must be made under due consideration
of the applicable specification in EN ISO 1384 9-1. Furthermore, the information in
fi10.2.2 Sensor s for speed and/o r position detection A must also be observed.

PL d and higher acc. to EN 1SO13849 -1is normally reached by a combination of two
encoders with prioritized different technology and separated mechanical linking.

The use of compact encoders with internal 2 -channel structure of different technology is
also suitable for applications up to P L e acc.to EN 13849 -1, however, under due
consideration of the specifically required fault exclusions and their permissibility.

Normally one should use encoders with proven safety related characteristics, the safety

level of which meets the demanded level.

A They use of standard encoders or a combination of standard
encoders is permitted. A safety -related evaluation is strictly required
for the overall arrangement consisting of encoders,

SAFETY NOTE

sensors/switching elements for triggering the safety function, the
SDU module and the shutdown channel. To determine the safety
level achieved, the manufacturer's specifica tions (FIT, MTTF) and the
DC must be used in accordance 1022 h

A If only one encoder is used, the fault exclusion "shaft breakage /
faulti n the mechanical encoder connection" is required. Suitable
measures must be applied for this purpose, e.g. a positive
connection of the encoder by means of slot shim or locking pin. The
applicable information issued by the manufacturer as well as EN 1ISO
138549 -1 with respect to requirements and permissibility of the fault
exclusion must strictly be followed.

A Encoders with proven safety related characteristics must preferably
be used as individual encoders. The safety level of these encoders
must at least me et the intended safety level of the overall
arrangement. The information of the manufacturer with respect to
diagnostic measures, mechanical connection and measures for the
voltage supply must be strictly followed.

A SIN/COS encoder: The internal structure o f the sensor system must
be designed in such a way, that output signals for both tracks can be

t
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generated independently from each other and Common - Cause faults
can be ruled out. Evidence of the mechanical design, e.g. fastening

of the code disc on the shaft , must also be provided. Encoders with
proven safety related characteristics should preferably be used.

A When using compact encoders with internal dual -channel structure,
such as e.g. SSI + incremental/SinCos, you must strictly follow the
instructions of th e manufacturer concerning safety related
characteristics, diagnostic measures, mechanical connection and
measures concerning the electric power supply. The safety level of
the encoder must at least meet the intended safety level of the
overall arrangement. Encoders with proven safety related
characteristics should preferably be used

The SCU- module generally detects the following faults in the
external encoder system:

1 Short -circuits between safety relevant signal lines
1 Interruptions in safety relevant signal lines
9 Stuck at 0 or 1 on one or all safety relevant signal lines

Each encoder type has further specific diagnoses for fault detection
in the external encoder sys  tem assigned. The following list sows
the respective diagnostic measures for the individual encoders,
together with the limiting parameters

SAFETY NOTE 1 The diagnostic measures obviously have tolerances because of
measuring inaccuracies. These tolerances must b e accounted for
in the safety related assessment.

1 The limiting values for the corresponding diagnostic measures
are partly parametrizable or fixed. The diagnostic coverages
resulting from this must be assessed in relation to the application
and included in the safety related overall assessment.
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10.2.3.

channels each. Only 2

Analog sensors
The FSoE Slave -modules SDU-21A and SDU -22A have two analog inputs w

ith two input

-channel sensors can generally be connected to this interface

The internal signal processing takes place separately in the two channels with cross -

comparison of the results

Sensora

|A}l4LA[ﬁ

oA}

l

U

Sensor
Sensor 8

Dual -channel sensor system with seperate signal processing in two channels, diagnose by

inthe PES

\

im ic m
b — s i

oB}

P

ES

Aktuator

Cross - comparison

As with other sensor systems, a vast number of diagnostic measures has been

implemented.

With respect to

Diagnose s for s ensor s for position and/or speed detection

their type and effectiveness diagnostic measures can generally be
classified using the following table

with immediate and intermediate
results in the logic (L) and
temporal as well as logic program
sequence monitoring and
detection of static failures and
short circuits (for multiple

inputs/outputs).

Measure DC | Note Use

Cross - comparison of input signals 90 | Comparison of the analog Monitoring of dual -channel
with dynamic test, if short - input values with identical systems with identical
circuits cannot be detected (for characteristics for both characteristic of the input
multiple inputs/outputs) channels signals

Cross - comparison of input signals 99 | Comparison of the ana log Monitoring of dual -channel

input values with diverse
characteristic for both
channels. E.g.inverse
signal course, etc.

systems with diverse
characteristic of the input
signals

SAFETY NOTE 1

The manufacturer's data (MTTF
used for a safety related assessment of the partial system
"Sensors".
1 The DC -values listed in the table must be used conservatively and

p, FIT -numbers, etc.) must be

compliance with the boundary conditions (see table under

ARemar ksh)
1 According to the

must be
applicable standards,

ensur ed.
fault exclusions are

permitted. The boundary conditions mentioned in this context
must permanently be met.
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If several sensor systems are required for the correct function of a
single safety function, their partial values must be corre ctly
merged by following the chosen method. This applies also for a
combination of digital and analog sensors (e.g. safely reduced

speed with open safety door = door contact + encoder for speed
detection)

Exemplary connection of analog sensors

By using suitable sensors and careful wiring of the sensor
PL e acc. to EN ISO 13849 -1 can be achieved.

The analog current inputs are all equipped with the fixed loading resistor of 5000hm.
For analog voltage input

s this resistor is omitted.

10.2.3.1.1. Voltage a nd current sensor
XE25126
4 - 20 mA et
1 <411 et |
1@ N
FRLIE B
@ - 1 +0Y —
P N |
'2' — e \‘_T__:I
4 A0 2 () | e
L W A 1
L-
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10.2.3.1.2. Voltage sensor with test pulse
X13
1UEL+ @
2 UEL- @
30QY00 @
4QY01 @
:CI:
X25/2
5/26 :C': |
1-AIN1+ @ :CI:»—\_ Voltage sensor
2 -AIN1- C with test input
@ O for signal stroke
3-AIN2+ @ +— :C —
4-AIN2- @
L+
L- ©

10.2.3.1.3. Current sensor with test pulse

X13
1 UEL+ @
2 UEL- Q
3QY00 %)
4QY01 Q
:Cl:
X25/ 26
:Cl: |
1-AIN1+ @ | :CI:D—\— Current sensor
2 -AIN1- @ | : with test input
for test pulse
3-AIN2+ Q| ‘:C‘:'—'—
4-AIN2- Q
L+
L- o
SAFETY NOTE 1 PLeacc.to ENISO 134849 -1 is achieved when using two non -reactive
sensors, for which Common Cause faults can be ruled out.
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Safety related characteristic data a

nd wiring of the

outputs

The SCU/SDU -modules all have safe outputs of various types. For wiring, the
corresponding characteristic as specified in the following description, must be

accounted for

Charakteristi ¢ of output elements

L B
A

C
) A 4
Th L

PES

K1

Aktuator

Single -channel output and s

o,

2o,

K1

Aktuator

Single -channel output and s

ingle -channel actuator with diagnostic

o,

1o,

Aktuator

Single -channel output (Rel 1/

2, DO 0/1P, DO 0/1M) and dual

ingle - channel actuator without diagnostics

-channel actuator

with at least single

-channel diagnostic.
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’—'IA’L'LA&‘OAH
L‘ls’i'l;ﬂosg o

K2
PES Aktuator

D

Single -channel output with internal dual -channel processing  (1Qx)
and dual -channel actuator with at least single -channel diagno stic

IA\iL(LAﬂoAH
|B’iL4LBﬁoB}J

PES Aktuator

;

K

Single - channel output with internal dual -channel processing (IQx)
and dual -channel actuator with dual ~ -channel diagnos tic

|A’iL¢LAﬂOA‘L \
A

c K1
4

N
IBWLB&‘OB}

PES Aktuator

K

5

Dual -channel output and dual  -channel actuator
with single -channel diagnostic

|A’L'LAI£‘OAF ‘

[ K1

|B’i¢|‘_gﬂ05}

PES Aktuator

:

K

Dual -channel output and dual  -channel actuator
with dual -channel diagnostic
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Diagnose s in the cut -off circuit

The cut -off circuit is equipped with durably implemented and parametrizable

diagnostics functions. Certa  in diagnostics functions also include the external part of the
cut - off channel. Depending on the use of these diagnostics functions, different DC -
values will arise

10.3.2.1. Diagnostic functions

Durably implemented diagnostics functions

Cross-wise readback of outputs:
All safety outputs are read back in the complementary channel. Faults in the internal
cutout circuit of the SCU/SDU module are thus detected with DC = High

Test of cutout ability for QX03 and QRO ( only control of relay ),

QX00, QX01, QX02, QX03:

The cutout ability of these outputs is cyclically tested. Failure of the cutout possibility is
clearly detected.

Parametrizable diagnostics functions

Readback of the actuator status via auxiliary contacts, position indicators, etc.:

The current status of the actuator is detected by correspondingly suitable auxiliary

contacts or position indicators and compared with the nominal status. Any deviation is
thereby clearly recognized.

NOTICE 1 The DC depends ona single -channel or dual -chann el diagnose as well
as on the switching frequency.

Testing the cutout ability for IQx, QX00 T QXO03:
Once this function has been activated, the cutout ability of these outputs is cyclically
tested. Failure of the cutout possibility is clearly detected
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Measure DC Note Use
Monitoring of outputs b 0-90% DC depending on switching Monitoring of electro -
a channel without frequency mechanical, pneumatic or
dynamic test. hydraulic actuators / outputs
When using elements for
switching amplification
external relays or  contactors)
only effective in connection
with the readback function of
the switching contacts
Redundant cutout path 90% When using elements for Monitoring of the outputs
with monitoring one of switching amplification with direct functions as safety
the drive elements external relays or contactors) circuit or monitoring of safety
only effective in connection circuits with  elements for
with the readback function of switching amplification of
the switching contacts pneumatic / hydraulic control
valves in connection with
readback functions from their
switching status
Cross - comparison of 99% When using elements for Monitoring of the outputs

input signals with
immediate and
intermediate results in
the logic (L) and
temporal as well as
logic program sequence
monitoring and
detection of static
failures and short
circuits (for multiple
inputs/outputs).

switching amplification
external relays or contactors)
only effective in connection

with the readback functi  on of
the switching contacts

For applications with

frequent safety shut -down

requests these tests should
be performed more
frequently, e.g. at the
beginning of the shift, 1 x

per week. However,a  test
should at least be carried out
cyclically 1 x year.

with direct functions as safety
circuit or monitoring of safety
circuits with elements for
switching amplification of
pneumatic / hydraulic control
valves in connection with
readback functions from their
switching status
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Permissable capacitive and inductive load at safe outputs

The safe outputs of the ~ SCU/SDU exhibit an OSSD character. That is, the outputs are
cyclically switched off for the test of the switching off ability and the status is read
back.

The examination o f the switching off ability takes place according to the following
criteria/functions:
- After switching the output off, the output voltage may max. be 5.6 V
- The permissible voltage level must be achieved at the latest after 400 us
- Ifthe permissible voltag e level is reached, the test is seen as successful, the
output is activated again without further delay
- If the permissible voltage level is still not reached after 400 ps, an alarm is
triggered and all safe outputs (second channel with safe outputs!) are
deactivated

The following representation shows the ideal (green curve) and typical (red curve)

deal | ¢ Max. 400 ps >

process
Real
process

t 2t 3t 4t

For the determination of the maximally permissible capacity or inductance, the time
constant t of the real RC or RL member at the output must be viewed.

This RC or RL member determines the real discharge curve:
The voltage level of max. 5.6 V is securely reached after 3 t.

It thus applies

3t < 350us
t < 100ps
With th ion: L
ith that connection: t =RC= —
R
the max. usable capacitive or inductive load can be determined in connection its
Ohm's load :
t 10 4
Cmax _? = R or Lmax = tR=10 “®
Typical values for the capacity C are C=20 nF and for longitudinal inductance L = 100 mH
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The modules

1 SCU-1-EC/x, SCU -2-EC/x
1 SDU-11-x, SDU -12, SDU21/21A, SDU -22/22A, SIO -1, SIO -2

all have basic outputs of identical design

10.3.4.1. Characteristic data of the basic outputs

The SCU Serie s provides different types of outputs which can be inter connected
individually or in groups

output Architecture acc. to Comment
ENISO 13849 -1

Combination of 2 4 Complete tripping channel in

relays compliance with  architecture category 4

QRO T QR1 acc.to EN1SO 13849 -1

QRO, QR1 Non safe Only functional

QXO00 _PP and 4 Complete tripping channel in

QX01_PN compliance with architecture category 4
acc. to ENI1SO 13849 -1

QX00_PP Non safe Only functional

QX01_PN Non safe Only functional

QX02_PP und 4 Complete tripping channel in

QX03_PN compliance with architecture category 4
acc.to EN1SO 13849 -1

QX02_PP Non safe Only functional

QX03_PN Non safe Only functional

QX00 i QXO03 4 Complete tripping channel in
compliance with architecture category 4
acc.to EN1SO 13849 -1

T1 Non safe Auxiliary output

T2 Non safe Auxiliary output

The QXx_PP, QXx_PN and QXO00 i QXO03 outputs are subjected to a plausibility test in

all operating states . In switched on state  the correct function of all outputs is tested

with a cyclic test pulse . For this purpose, the output is switched to the corresponding

inverse value for a test period TT <500us (typically 200 ps) i.e. one pp -outputis
switched instantaneously to 0 VDC poten tial, while one pn  -output is switched to 24 VDC
potential.

The relay outputs  QRO, QR1 are monitored for plausibility during each switching cycle.
The relay outputs must be switched cyclically and thus tested to maintain the safety
function. The switch  ing/test cycle is determined in dependence on the application
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SAFETY NOTE 1 For applications with frequent safety shut -down requests these tests
should be performed more frequently, e.g. at the beginning of the shift,

1 x per week. However, a test shou Id at least be carried out cyclically 1
X year.

1 The test function for the outputs is performed for groupes and
individual controls.  The auxiliary outputs are not tested

1 The High -Side (Qx_PP) and Low - Side (Qx_PN) outputs must
individually not be used for safety duties. Any use for safety
duties is only permitted for High -Side / Low - Side combination
(Note: not relevant from FW release 05 -00 -00 -01)

1 A mixed operation with the relay contacts is not permitted!

Mixed operation: A dangerous contact voltage potential may not be
mixed with a protective low voltage.

Example

FALSE: 230 V AC (120 VAC cULus) are switched over QROL +
QRO and 24 V DC are switchable over QR1L+ QR1

TRUE: 230 VAC (120 VAC cULus ) are switched over  QROL +

QRO and over QRI1L+ QR1 respectively.
Or 24 V DC are respectively switche d over QROL + QRO
and QRI1L+ QR1 .

The outputs can be loaded as follows

Output Voltage Current
Relay QXx DC 24V 2,0 A(DC 13, pilot duty)
Relay QXx AC 230V 2,0 A (AC 15)
DC 120V 2,0 A ( pilot duty)
Tx DC 24V 250 mA
QXx_PP DC 24V 2A
QXx_PN GNDEXT 2A
Qx DC 24V 05A 2A
HB-37500 -810 -11-16F-EN SCU Installation Manual - Master and Slaves - SARC Page 119 of 303

Status: 09.06.2022



Safety -related characteristics oc

Wiring examples basic outputs

10.3.4.2.1. Single -channel switching relay or semi -conductor output without
test

For the connection of multi -phase applications or for higher current demands

external contactors may be used. For a single - pole connection without

external test please bear in mind that the SCU/SDU module will not recognize

bonding of one or several extern al contacts. The following circuit example is

only limited suitable for safety applications, P L bacc.to ENISO 13849 -1 can

maximally be achieved!

X21/X43
QX00_PP %)
QX01_PN %)
QX02_PP %]
QX03_PN %}
101 %)
102 %) ——
103 @
104 %)

X14 | X66

L+

L-

Fig. 24: Single -channel swi tching P -output .

X22 | X44

QROL i
QRO \gé
B e || ]

=T

L+

L-

Fig. 25: Single -channel swi tching re lay output .

SAFETY NOTE 1  Not recommended for safety applications! In this context see also the
notesin EN ISO 13849 -1 concerning the application and the required
fault exclusions
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10.3.4.2.2. Single -channel switching relay or semi - conductor output with

external switching amplifier and testing

When using external switching amplifiers or downstream electro -mechanical,
pneumatic or hydraulic components, the setup for testing the complete chain
and a message/warning feature for detected faults is required i n order to

achieve P L c or higher.

Positively guided auxiliary contacts are especially needed for electro -
mechanical devices and message contacts for the valve position are required

for hydraulic or pneumatic components.

The message/warning device must e nsure that the operator recognizes the
dangerous situation immediately.

The achievable P L is mainly depending on the test rate, P L d acc. to nach EN
ISO 13849 -1 can maximally be achieved !

X21/X43
QX00_PP @ J J J
QX01_PN @ Ll __ S __.
QX02_PP @
QX03_PN @
X12 /X4 2
12 %)
113 (%)
T @
T2 (%)
X13
UE1+ @
UEL- %)
QY00 @
QY01 @
L+
L -

Fig. 26: Single -channel relay output with testing

SAFETY 1 Only conditionally recommended for safety applications! In this context
NOTE see also the notesin ~ EN ISO 13849 -1 concerning the application and
the required fault exclusions
1 For category 2 a test rate >= 100 * request rate is required

1 Ifahazardous situatio  nis detected during a test of the safety function,
suitable control measures must be initiated. For PL d, a safe state must
be initiated which may not be lifted until the fault has been eliminated.

For PL up to and including PL c, it is also possible to i ndicate a fault by
means of a warning or signalling device if a safe state cannot be
initiated.
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10.3.4.2.3.  Single -channel switching relay o r semi -conductor output with
dual -channel external circuit with testing

For safety applications from PL c after EN ISO 13849 -1itis recommended, or
demanded to access two external switching off elements. For reaching error of

PL c or higher, a device for testing the complete chain and a

notification/warning device is further required when an error is recognized T
see notes under 10.3.4.2.2

X21/X43

QX00_PP %)

QX01_PN %) },‘ _;_ | _ _-/_ _ :/_
QX02_PP (%)
QX03_PN (%) 1

X12 /X4 2

112 %)
113 (%)
T1 (%)
T2 @
X13

UE1+ @
UE1 - %)
QY00 %)
QY01 (%)

L+

Fig 27: Single -channel switching outout QXO00_PP with dual -channel external circuit and
monitoring at output 13 as group feedback

The two external monitoring contacts are switched in series, supplied by the clock
signal T1 andread viainput 13. Input 13 was chosen as readback input, but any other
input can be assigned for this purpose.
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X21/X43
QX00_PP (%)
QX01_PN () By g R SR A
@
QX02_PP
@ [

QX03_PN
X12 /X4 2
112 %)
113 (%)
T1 %]
T2 %
X13
UE1+ (%)
UEL- @
@
@

QY00
Qvo1
L+ :

L-

Fig. 28: Single -channel switching output QXO00_PP with dual -channel external circuit as
combination of electro  -mechanical element and hydraulic/pneumatic valve and monitoring at two
inputs

SAFETY NOTE 1 Only conditionally recommended for safety applications! In this
context see also the notes in EN ISO 13849 -1 concerning the
application and the required fault exclusions.

1 For PL c and higher a message/warning feature is required, which
informs the operator immediately about a dangerous situation

91 For higher requirements you must make sure that at least 1 switching
operation must take place every 24 hours, in order to test the
switching ability of the external power contactor.
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10.3.4.2.4. Dual -channel switching relay output with external monitoring -
group feedback

For safety related applications from Pl d acc. to EN 1SO 13849 -1 two relays on
the SCU/SDU module and two external power contactors are used

X22 /X4 4
QROL Q5.1
QRO \Q5.2 .
1
QRIL Q6.1 |
QR1 \QG.Z ;
100 @
101 @
102 @
103 %)
X14 /X 66
112 @
113 @
T1 @
T2 @
X12 /X 42
L+
L-
Fig. 29: Two -channel switching relay output with external monitoring T group feedback

The two external monitoring contacts are switched in series, supplied by the
clock signal T1 andread in from 100 (configured as EMU -input). In case of
higher demands, one must consider that at least 1 switching process must

take place every 24 hours

SAFETY NOTE 1 For achieving PL e acc.to ENISO 13849 -1 a sufficiently high testing
rate is required

1 For applications with frequent safety shut -down requests these tests

should be performed more frequently, e.g. at the beginning of the
shift, 1 x per week. However, a test should at least be carried out

cyclically 1 x year
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10.3.4.2.5. Dual -channel output with r  elay output and semi  -conductor
output 1 external control circuit with monitoring

For safety applications from PL d and higher acc. to EN ISO 13849 -1. The
external circuit is controlled in dual -channel mode via a relay and a semi -
conductor output. Each of the two external cutout paths is monitored. For PL

e acc.to EN ISO 13849 -1 a suff iciently high testing rate and MTTF p = highis
demanded for the external circuit

Fig. 30: Dual -channel output with relay output and semi -conductor output T external
control circuit with monitoring

==
X21/X43
QX01_PN 8
QX02_PP o I__?F— —t-—f---f-
QX03_PN %)
X12 /X 42
112
113 %
T1 )
T2 %)
X22 /X4 4
QROL
QRO %
QRIL %)
QRL | @
L-
P
N
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10.3.4.2.6.  Dual -channel output with relay output and external control

circuitin PLe
For safety applications from P L d and higher acc. to EN ISO 13849 -1. The
external circuit is controlled in dual -channel mode via the relay outputs. For
PL e acc. to EN ISO 13849 -1 a sulfficiently high testing rate and P Leis
demanded for the external circuit

Fig. 31: Dual -channel output with relay output T external control circuit in PL e
X22 X4 4
QROL @ SF,TS
QRO @
QRIL (%) :l
QR1 (%) —‘
L+ '
L-

10.3.4.2.7.  Dual -channel output with semi  -conductor output and external

control circuitin ~ PL e
For safety applications from P L d and higher acc. to EN ISO 13849 -1. The
external circuit is controlled in dual -channel mode via the semi  -conductor
outputs. ForPLe acc.t 0ENISO 13849 -1PL eis demanded for the external

circuit
X21/ X43
QX00_PP %) ?DITS
QX01_PN @
QX02_PP @
QX03_PN @
Fig. 32: Dual -channel output with semi  -conductor output and external
control circuitin PL e
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10.3.4.2.8. Wiring of a auxiliary output

Both semi -conductor outputs implemented on the SDU module can be wired
for functional applications. These outputs are not pulse -commutated.
X13
%)
%]
QY00 (%)
QYo1 %)

L+

® L-

Fig. 33 wiring of a notification output

Applications with notification ou tputs are not accepted !
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10.3.5.

Digital outputs 1/Os (1Qx)
The SCU-2-EC/x and SIO-2 modules have configurable safe digital I/

technical specifications of the SCU series
switching output parameterized as output

). This connection acts as safe digital pp-

(1Qx).

10.3.5.1. Classification of the  1/0s (IQx) when used as output
Classification Achievable PI Comment
acc. to EN ISO
13849 -1
Static single -channel @ PLc Fault detection or fault reaction acc. to cat. 2
PLd Same group (1):
- Time -shifted triggering on PLC level
- Fault approach short  -circuit on both
Static two -channel @ outputs
Different group @
Nom further requirements necessary
PLe Different group b required
Dynamically single - PLe
channel @ No further requirements necessary
Dynamically dual -channel
(2
Note :
1) Group 1: Q00 é | RO
Group 2: IQ0O6¢é | @0
Group 3: Il Q10 é 1 Q15
Group 4: Il Q16 ¢é |1 Q19
2) Static: no pulse test on output
Dynamic: Pulse teston outputt T1estO 500 Os
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10.3.5.2. Wiring examples for safe digital outputs I/ O sdlQx) ‘
10.3.5.2.1. Wiring single -channel without testing
When using atwo -channel output (IQx ) in connection with a single -channel
external wiring without external examination it must be taken into account that
and adherence of one or several external contacts of the SCU-2-EC/x or SIO-2
module ist not recognized . The following circuitry example is only suitable in a
restrictive manner, maximally PL b according to EN ISO 13849 -1 can be
reached!
X46
1Q00 @
1Q01 @
NC Q@
NC %]
X47
1Q02 (%) Z
1Q03 %)
1Q04 %)
1Q05 (%)
X48
1Q06 (%)
1Q07 (%)
1Q08 %)
1Q09 %)
L+
L-

Fig. 34: Two-channel output with s ingle -channel wiring without testing

SAFETY

NOTE

1 Not recommended for safety applications! In this context see also
the notes in EN ISO 13849 -1 concerning the application and the
required fault exclusions
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When using atwo -channel output Ausgang (IQx) in connection with a single -
channel external wiring with testing. Positively guided auxiliary contacts are
especially needed for electro  -mechanical devices and message contacts for the

valve position are required for hydraulic or pneumatic components. Furt hermore,
a message/warning device for indicating a failure is required. The

message/warning device must ensure that the operator recognizes the

dangerous situation immediately. The achievable Pl is mainly depending on the

test rate, Pl d acc. to EN ISO 138 49-1 can maximally be achieved !

X47

1Q02
1Q03
1Q04
1Q05

}Hf_ S aviva

NN

X42

112
113
T1
T2

NN

1Q00
1QO1
NC
NC

NN

Fig. 35: Two-channel output with s ingle - channel wiring with testing

SAFETY

NOTE

1 Only conditionally recommended for safety applications! In this context
see also the notes in EN ISO 13849 -1 concerning the application and
the required fault exclusions.

1 Forcategory 2a testrateof >=100* the requestrate is required.

1 If a hazardous situation is detected during a test of the safety function,
suitable control measures must be initiated. For PL d, a safe state must
be initiated which may not be lifted until the fault has been eliminated.

For PL up to and including PL c, it is also possible to indicate a fault by

means of a warning or signalling device if a safe state cannot be
initiated.
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10.3.5.2.3. Wiring with safe cut - off circuit

For safety applications from Pl ¢ and higher acc. to EN ISO 13849 -1. The
external circuit is controlled directly via a two -channel output.  The achievable PL
acc. to EN 1ISO 13849 -1 depends on the use of dynamic testing (see 10.2.1.3.2

DC) and the PL of the downstream device

X47
1Q02 (%) STO
1Q03 (%) Fle
1Q04 %)
1QO05 )

L+
L-

Fig. 36: two -channel outputin ¢ onnection with a device with examined disconnection

10.3.5.2.4. Wiring in connection with two -channel switching cut - off

Suitable for P L d and higher acc. to EN ISO 13849 -1. Use of one output IQx in
conjunction with two  -channel external wiring with test. Positively guided

auxiliary contacts are especially needed for electro -mechanical devices and
message contacts for the valve position are required for hydraulic or pneumatic
components.
The achievable P L depends on the use of dynamic testing as well as MTTFD -value
of the external channel. P L e acc. to EN ISO 13849 -1 can maximally be reached !
X47
]
21\ év
1Q03 @
1Q04 @
1Q05 @
X42 f
112 %)
113 (%)
T1 (%)
T2 (%)
L+
L-
Fig. 37: two -channel output in connection with two -channel cut - off circuit with testing
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10.3.5.2.5.

Suitable for PL d and higher acc. to EN 1SO 13849
connection with a dual  -channel external  wiring .

Redundant two -channel output

-1. Use of two outputs  1Qx in

10.3.5.2.5.1.

1Q00
1Q01
NC
NC

1Q02
1Q03
1Q04
1Q05

1Q06
1Q07
1Q08
1Q09

L+

X46

NI

Xa7

NI

NI

Wiring dual -channel in the same group

L-

Fig. 38: Redundant two -channel outputs i

cut - off circuit

n the same group in connection with two -channel
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1Q00
1Q01
NC
NC

1Q02
IQ03
1Q04
IQ05

IQ06
1Q07
IQ0s
1Q09

8

SISISIS)
|
@,
:
|
T
|

L+

L-

Fig. 39: Redundant two

channel switching - off circuit

-channel outputs in different groups in connection with two -

SAFETY

NOTE

For a safety related  assessment of the partial system output the data
issued by the respective manufacturer (MTTF
value, etc.) must be used when using external elements, e.g. for

switching amplification, in the shut

The DC -values listed in
compliance
must be ensured.

p, FIT -numbers, B10d -

-down circuit.

the table must be used conservatively and

with the

bou

ndary condi ti

According to the applicable standards, fault exclusions are permitted.
The boundary conditions mentioned in this context must permanently

be met.

When using elements for switching amplification in safety circuits, their
function must be monitored by means of suitable readback contacts,
etc. (see circuitry examples). Suitable readback contacts are contacts
e contacts in the shut

which are linked with th
positively switching way.

-down circuit in a

The switching ability of the external switching amplifier must be

cyclically tested. The time between 2 tests must be determined in
accordance with the requirements of the application and e nsured by
suitable measures. Suitable measures may be of organizational (On and

Off switching at the beginning of a shift, etc.) or technical (automatic,

cyclic switching) nature.

0 |
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10 Safety -related characteristics BBH

Output Actuator / Cat. DC MTTF p | Achie Boundary Fault
SCU, SIO external cut  -off | Acc. Actua vable conditions exclusion
circuit to EN tor PI
ISO acc.
1384 to EN
9-1 ISO
1384
9-1
Single - Single -channel Cat. B 0% Medium B Contactor and
channel Contactor, valve, downstream
without brake, etc. without actuators
dynamic direct feedback for appropriately
output test diagnostics. designed for
safety
QRO or QR1 application
Single -channel Cat. 2 60 - Depend | Medium B Auxiliary
QROL_PP, Contactor, valve, 90% | ingon output
QRO_PN, brake, etc. with switchi required for
QR1L_PP, monitored and ng warning in
QR1_PN positively guided frequen case of
1Qx auxiliary contact cy detected
malfunction

Contactor and
downstream
actuators
appropriately
designed for
safety
application

Hoch C As before

D As before DC
=90 % due to
a sufficiently
high test rate
with reference

to the
application
Single - Dual channel Cat. 2 90 Monitor | Medium c Auxiliary Short circuit
channel Contactor, valve, % -ing output on external
without brake, etc. with only in High d required for control
dynamic direct feedback for an warning in
output test diagnostics at least externa case of
QRO or QR1 in one channel or I shut - detected
or actuator single - down malfunction
single - channel controlled circuit
channel with safety function Contactor and
QROL_PP, cat. 3 (e.g. STO) downstream
QRO_PN, actuators
QR1L_PP, appropriately
QR1_PN designed for
safety
application
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PRODUCTS

Single - Dual channel Cat. 3 90 Monitor Medium d Contactor and Short circuit
channel Contactor, valve, % ing or High downstream on external
without brake, etc. with only in actuators control
dynamic direct feedback for an appropriately
output test diagnostics at least externa designed for
1Q00..1Q09 in one channel or | shut - safety
actuator single - down application
channel controlled circuit
with safety function
cat. 3 (e.g. STO)
Single - Dual channel Cat. 4 99 Monitor High e Contactor and
channel with Contactor, valve, % ing in downstream
dynamic brake, etc. with both actuators
output test direct feedback for externa appropriately
1Q00..1Q09 diagnostics at least | shut - designed for
in one channel or down safety
actuator with circuits application
safety function cat. Monitoring of
4 (e.g. STO) electro -
mechanical
components
by means of
positively
guided
switches,
position
monitoring of
control valves,
etc.
Dual - Zweikanalig Cat. 3 90% Monitor Medium | d Contactor and Short circuit
channel Schiitz, Ventil, ing in or High downstream on external
without Bremse etc. mit both actuators control
dynamic direkter externa app.roprlately
output test L | shut - designed for
Ruckfuhrung zur down safety
QRO and Diagnose mind. circuits application
QR1 in einem Kanal
2x oder Monitoring of
1Q00..1Q09 Aktuator mit electro -
Sicherheitsfunkti mechanical
on Kat. 4 (z.B. components
STO) by means of
positively
guided
switches,
position
monitoring of
control valves,
etc.
Outputs
1Q00..39 x
each from
different
groups
(groups of 6/ 4
1Q -Ports each,
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e.g.
1Q05,1Q06..09

or
Time -shifted

triggering on
PLC level

Dual -
channel
QRO and
QR1

or

Dual -
channel with
dynamic
output test

QROL_PP,
QRO_PN,
QRI1L_PP,
QR1_PN
2X
1Q00..1Q09

Dual -channel
Contactor, valve,
brake, etc. with
direct feedback for
diagnostics at least
in one channel or
actuator with
safety function cat.
4 (e.g. STO)

Cat. 4

99%

Monito
ring in
both
extern
al

shut -
down
circuits

High

Contactor and
downstream
actuators
appropriately
designed for
safety
application

Monitoring of
electro -
mechanical
components
by means of
positively
guided
switches,
position
monitoring of
control
valves, etc.

For
applications
with frequent
safety shut -
down
requests
these tests
should be
performed
more
frequently,
e.g. atthe
beginning of
the shift, 1 x
per week.
However, a
test should at
least be
carried out
cyclically 1 x
year.

Short -circuit
in external
control in
both channels
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11 Commissioning and start BBH

11. Commissioning and start

The assembly can only be used

after it has been programmed.

For programming, please observe the Programming Manual SCuU.

DANGER

electrical system.

Work on the wiring or work at the electrical system can cause electric
shock. Electric shock can cause death. Thus, only persons qualified
according to TRBS 1203 may carry out work on the wiring or work on the

11.1. Switch -on sequence

If the assembly runs correctly, after every restart of the assembly the following phases
are passed through . The respective phases are indicated on the 7 -segment display on the

front side of the assembly.

7 segment Mode
display

Aln STARTUP

A2i SENDCONFIG

A3i STARTUP BUS

A4 RUN

A5 STOP

A6 i Error

A7 Alarm

A8 il Local mode

Description

Synchronization between the two processor systems
and check of the configuration data / check of the
firmware data

Distribution of  the configuration data / Configuration
of the firmware data, and second check of these

data. Afterwards range check of the configuration
data .

If available, initializing of a bus system.

Standard operation of  the system, All outputs are
are switched according to the current state of the
logic.

In the Stop mode, parameter data and program data
can be loaded externally

Error mode of the assembly. All outputs are
switched off. Error can only be reset via ON / OFF of
the assembly.

Alarm mode of the assembly. All outputs are
switched off. Alarm can be reset either via digital
input or via the acknowledge button that is situated
on the front side.

Local mode of the assembly. Normal mode without
network connection
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11 Commissioning and start BBH

7 segment Mode Description
display
A.n FBus Status Slave F -Bus (PROFIsafe/FSoE):
Out: F-Bus does not use
Slow flashing: F-Bus confiigured, no connection
to the master
Fast flashing: Connection to the master, F  -Bus
activation pending
Oon: F-Bus conected
Table 4: 7-segment display
11.2. Reset behaviour
The Reset function differentiates into a start -up function after  voltage recovery (= General
Reset) and a status reset / alarm reset (= Internal Reset). The latter is triggered via the

button at the front side or via an appropriately configured input (= Reset element) with
enabled A" Al arm reset o f unct iabeoffershlsueveyfobttie Reset fumctonst
and of the effects of the Reset functions.

11.2.1. Types of Reset and triggering events

Reset Trigger element Remark
type
General | Voltage recovery / device start -up Reset function
Reset after the device
has been
completely
switched off and
switched on.
Internal BEH Trlggerlng of
Reset agsse: A5y the internal
it reset by means
Reset . y
/V E of Reset button
button 5
=N on the
..... )| front -side
b
LT T
SCU-1-EC i
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11 Commissioning and start BBH

N E Endschalter

1 Meisterschalter

.. Betriebsartenwahischalter

m
2L semsor imoancsbaustein

Configuration of
a Reset input
Astart |/

‘ T 4 Start/ Reset
2y [
o m Zweihandbetatigung

Start / Reset 1 Reset 3
~ & Ausgang

Ay HiLo-Halbieiterausgange
il

=) / element

igenschaften
€3 start / Reset 1

Reset NO.

Zur Startiberwach... @ [

Startart @ | Uberwacht .

4 Eingdinge .
. Signal Nr. 1 + SCU-1 (Master) - 100
Properties / a a (A
— &";.:Tws @
parameters als Logik-Reset (Sc.. @[]
“ Sonstiges
Kommentar a
s sk -
R— Breite a 120 -
3:33 Hahe + 120 2
4 Name
Name O Start/Reset 1

Table 5: types of Reset

In the RUN mode, the Reset input for internal Reset is monitored with respect to time.
Under the condition T ¢ 3 sec between the rising edge / the falling edge, a n Internal Reset

is triggered with the falling edge of the Reset input
Reset_In i ™
Reset_Status |
| > -
Fig. 40: Timing of Reset
NOTICE 1 Fortime -based functions, the condition T ¢ 3sec is only possible by

using a block reset.
see SCU Programming Manual, chapter "4.1 2.2.2"
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11 Commissioning and start BBH

11.2.3. Reset functions
Fun ction unit General Internal Fun ction
Reset Reset
Fatal Error X Error reset
Alarm X X Alarm reset
Monitoring functions X X Rese't of an addressed monitoring
function
Flip-Flop X X Status = Reset
Timer X X Timer =0

Table 6: Rese t function s

After a Reset, the status of the monitoring functions is newly formed.
E When exceeding the parametrized limits, process values do not change the initial

status of the monitoring function

E Time -based function tim ers provoke a reset of  the initial status of the monitoring

functions. A response only takes place if the parametrized limit values are once more

exceeded.

SOS_Pos_Max | ————-o oo/

Pos_lst

SOS_ Pos Min | —— | [ 1 -

SOS_Result

Pos_Ist > SOS_Pos>Max

Reset_In |

Fig. 41: Reset function 1

Process value (position)  => no change of output status at Reset during alarm status

V_Ist

SOS_Result

Reset_In

N

Fig. 42: Reset function 2

Process value (speed) => no change of output status at Reset during alarm status
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11 Commissioning and start BBH

+ [Max. 3 sec> wl Max. 3 sec — J@

\‘ f ‘ :
| \ LS _
=11 AND 12 QZI1AND 12| Q =I1 AND 12

2 D' J

12 ‘

|

IN_Result |

Reset_In / [—T\ }
Alarm_Status \‘/—W)—\L

Fig. 43: Reset function 3

Time -based function => reset of output status if limit is exceeded again

NOTICE 1 Incase oftime -based functions (e. g. time monitoring of
complementary input signals), the input status is reset. In this case, a
status defined as faulty is detected only if the (time) limit value is
exceeded again.
1 As protective measures against unintended use (e. g. r epeated

triggering of the Reset function to bypass an alarm status, if need be,
applicative measures must be taken in PLC programming.
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11.3. LED displays
The SCU unit has 2 LEDs: EC ST and RUN:
LED Colour Display Meaning
EC ST Off Init
Green Flashing PRE-OPERATIONAL
Green Single SAFE-OPERATIONAL
Flash
Green On OPERATIONAL
Red Off No error
Red Flashing Invalid configuration
Red Single Local error :
Flash
Red Double Watchdog Timeout
Flash
RUN - Off No power supply voltage
Orange ) Control is in startup phase, or STOP, or
Flashing : . .
firmware update is carried out
Orange Permant Assembly in local mode (without network
lig ht connection)
Green Blin king Control function correct ; applicatoin runs,
but has not (yet) been validated
Green Permanent Control function correct; application runs
light and is validated.
Red Alarm ( application error ) i the assembly is
Blinking in safe operating state . Error status can be
reset
Red permanent Fatal error 1 the assembly is in safe
light operating state
Table 7: LED displays
NOTICE For all operating states except RUN, the displays are passivated by the

firmware, i. e., the displays are safely disconnected. In the RUN status, the
status of the plant depends on the implemented PLC program.
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11 Commissioning and start BBH

11.4.

11.5.

11.6.

> > >

i

Parametri zation
Parametrization is carried out via the program SafePLC?2.
To be able to send the data to an assembly, a program ming adapter is needed . The driver
of the programming adapter must first be installed by the user. Parametrization is

described in  the Programming manual.

Reg ular function test

To grant the safety of  the assembly once a year a function test of the safety functions
must be carried out. In this function test, the blocks (inputs, outputs, monitoring functions
and logic modules) mustb e tested with respect to their function, or rather, with respect to
their disconnection.

Valid ation
Every safety function must be validated after implementation to grant its correct
functioning and its reliability. Validation of safety functions takes place on different levels.
Validation is explained in a more detailed way in the standard EN 13849 -2:

Validation of the safety function in the programming tool
Additional validation of the safety function on the finish ed machine

Carrying out of function tests with respect to the diagnostics measures and with respect to
the shut -off functions in  the event of a fault or a failure

Carrying out of  error detection procedures. Thus, also correct wiring of the machine can be
tested.
Besides the function test, validation of safety -relevant controls also includes a detailed

analysis, and, if need be, error simulations.

To be able to recognize problems at an early stage, this analysis should take place at the
beginning of the design process

The scope of the analyses and tests carried out during the validation depends on the

complexity of the control and on the integration of the contr ol into the machine or into the
plan .
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For validation a validation plan must be created. Depending on the complexity of the
control to be tested, or depending on the machine, the validation plan contains the
following information

Requirements for the implementation
Operating conditions and ambient conditions
Basic and reliable safety principles

Reliable components

Error presumptions and error exclusions
Applied analyses and applied tests

=A =4 =4 4 4 -4

To preserve the capacity of safety -releva nt controls and to grant the safety, regular
maintenance and repair with periodic tests is necessary. The periodic tests should be listed
in the validation plan.

11.6.1. Process

To guarantee the functioning of the implemented safety functions, after start and
parametrization, the user must test the parameters and the connections, and he must
document the test.  Test and documentation of the parameters and of the connections is
supp urted by the software SafePLC? in the form of a configuration report.

The concept of the SCU-x-EC assumes the following basic conditions

Parameter data and PLC data that are deposited in the flash o fthe SCU-x-EC cannot
change on their own.  Thisis ensured by online tests and the corresponding signatures in

the course of basic measures.

Nevertheless, the configuration in itself cannot be rated by the SCU-x-EC. This concerns
the parametrization of the sensors, of the threshold values and of the limit values.

To ascertain the correctness of the parametrization, the parametrization must be verified
ba an expert. This verification corresponds to the validation.

After a successful start, the user must confirm that the data of the configuration report
coincide with the parameters on the SCU-x-EC.

In the course of a function test the parametrized individual values for the calibration
distance, the sensors and the m onitoring functions must be verified and recorded by the
user.

Furt hermore, the programmed PLC functions must be verified and recorded by the user for
every connection  in terms of a code inspection. For this purpose, it is recommended to
design the contr ol so that the limit values of the SCU-x-EC can be tested
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11.6.2. Configuration report

The validation of the safety assembly is carried out by means of a configuration report.

11.6.2.1. Structure of the configuration report

The configuration report contains the following data

A header section that contains checksums and boxes to insert general project
data

A section with the list of the IL commands ( PLC code)

A survey of the inputs and the outputs used and of their parametrization

All monitoring functions used and their parameters

> > >

Creating a configuration report

Via the connection dialog of the parametrizing software Safe PLC? a configuration report of
the connected device can be produced

For the production of a configuration report, the necessary data are downloaded from the
connected device, and are stored legibly in a * pdf document . The user can determine the
memory location while creating the document.

The respective boxes can be fill  ed in directly in the PDF documents. Validation can also be
carried out by means of a print of the configuration report.

11.6.2.3. Filling in the configuration report

The configuration report is filled in the following way

i

Enter the plant -speci fi c dat aadenr 0t hsee Thé ipland -specifica data are
informative, but their content and their volume should both be coordinated with the
acceptance authority / with the tester.

i

Set all hooks inthe  Header section if all displayed data (serial number, device type, CRC of
the configuration) are identical with the data of the assembly.

i

Validate the PLC user program and make sure that the code that has been filled in
corresponds to  the specific function.

i

Set the hook in the inputs / outputs section for every entr y that coincides with the rals
connection of the SCU-x-EC.

i

Set the hooks for all safety functions (e. g. SLS, SCA, etc.) if the set parameters coincide
with the requirement  s.

NOTICE

A To create the configuration report for validation, the correct program d ata
and the correct parameter data must be loaded.

A All listed parameter instructions and all listed program instructions must be
validated at the plant / at the machine and must be confirmed in the
configuration report.
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A The tester must validate all configu red data in the configuration report by
checking all set limit values of the monitoring functions used are checked
by means of a function test.

The practical procedure of validation should be carried out directly on the machine or plant
to be protected. At least the following documents should be available for the validation:

A Operating instructions of the machine or plant with warnings
A Circuit diagram of the entire control system

A Documentation of the planning of the safety -related part of  the plant as described above.

A Configuration report in electronic or printed form

The specific procedure should be based on the following guidelines:

a. The connected components such as control devices, sensors and actuators should be
checked for correct con  nection. This check should be done primarily by actuating /
stimulating the sensors and checking in the status display (diagnostics) of the safety
controller.

b. When using diagnostic functions e.g. pulse assignment, a check should be carried out e.g.
by shor t-circuiting him pulses etc.

c. If safety functions are used which are based on speed and/or position data, the correct
recording of the speed or position must first be checked. The check is possible e.g. by the
diagnostic function for speed and position whic h can be selected in the SafePLC. Here the
displayed velocity / position is to be checked by a physical measurement with a suitable
device. This test must be carried out in any case and is a prerequisite and cannot be
replaced by a theoretical test.

d. Itis recommended to also check the diagnostics of the speed and position sensors. This
can be done, for example, by disconnecting a sensor or a track of a sensor.

e. The logic functions should be checked in relation to the planning specifications. This should
be done primarily by appropriate stimulation of the inputs etc. and the effect checked e.g.
activation of a monitoring function or also deactivation of an output.

f. The set parameters of monitoring functions should not only be checked for compliance with
the p lanning specifications, but also as far as possible by exceeding the parameterized limit
value and observing the reaction.
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12. Safety inspection \
To ensure the functioning of the implemented safety functions, after start and
parametrization the user must check the parameters and the connections, and he must
document the check. Check and documentation are supported by the software SafePLC?

(cf. Programming manual SCU).

On the first two pages of the validation reports, general details concerning the plant can
be entered.

On the following pages of the validation report, all functions used are printed with their
parameters as itemization of the safety inspection.

After the ¢ onfiguration data and the program data have been transmitted to the SCU

assembly, the status LED blinks yellow. This indicates that the configuration has not yet

been validatedt.

By confirming KONe | bGURASTA ON  SBLBDRKRIONFGURATION]atth e

end of the validation dialog, the data are maked as ivali datedd and the LED bl
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15.

13 Maintenance

Maintenance

The SCU assembly is maintenance  -free.

Failure and troubleshooting

If the SCU assembly does not work properly, it autonomously changes into the safe s

and displays the fault state via LED (cf. chapter 11.3
Please, check the displayed error code (7

LED displays ).

list (error codes and measures)
Should it not be possible to eliminate the error status, please contact the manufacturer

i mmedi ately

(cf. .AManufacturerao)

Replacing an assembly

-segments display) by means of the SCU error

tatus

DANGER

Work on the wiring or work at the electrical system can cause electric
shock. Electric shock can cause death. Thus, only persons
according to TRBS 1203 may carry out work on the wiring or work on the
electrical system.

qualified

Repair

Assemblies must always be replaced completely
Repairs can and may only be carried out in the factory.

Warranty

Warranty expires if the assembly is unduly opened.

NOTICE

If the assembly is modified, the safety authorisation expires

NOTICE

When changing an assembly, you should proceed as follows:

Disconnect the current converter(s) from the main supply

Switch off the power supply for the device and disconnect the

connection
Unplug the encoder plug.
Remove all other pluggable connections.

Take the assembly off thetop -hat rail and pack it according to EMC

standards .

Fix a new assembly on the top -hat rail.
Restora all connections.

Switch on the current converter(s).

Switch on the power supply.

Configure the device.
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Decommissioning / disassembly / BBH
disposal

16

DANGER Work on the complete plant and work on the SCU may only be carried out

by a trained electrician. This trained electrician must be a qualified person
according to TRBS 1203. Before disassembly the machine must be in rest
position. Power supply must be completely switched off and completely
disconnected.

In case of final decommissioning, the whole pla nt must be secured mechanically.
Afterwards, the plant and its components must be marked so that recommissioning is not
possible. Decommissioning must be mentioned in the documentation.

After its final decommissioning, the complete plant can be disassembl ed.
The plant and their components (e. g. the joining module) contain valuable raw materials.
Thus, the plant and its components must be recycled separately by an appropriate ly

specialised company.
Disassembly Is carried out analogous to chapter 15 AReplacing an assemblyo.
Disposal :

NOTICE :
Please observe tne national regulations concerning the disposal of electrical devices

The symbol of the crossed out garbage bin signifies that electric devices

and electronic devices including their accessories must be disposed of
separate from domestic waste.

The materials are reusable according to their label(s). By reusing or
recycling m aterials or by other ways of recycling old equipment, you

I ake an important contribution to the protection of our environment.

If necessary, dispose of the components separately according to their nature. Always
dispose of the components according to the regulations valid in the respective country,
e. g.as:

Electrical waste
Artificial sheet metal
Sheet metal

Copper

= =4 =4 =
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17 Setting as EtherCAT Slave with BBH
TwinCAT3

Setting as  EtherCAT Slave with TwinCAT3

Furthermore, in the EtherCAT network the FSoE Master must be parametrized as Slav e.
For EtherCAT Master by Beckhoff, this setting can be carried out with the program
TwinCAT3  (by Beckhoff ).

The necessary steps are described hereafter

17.1. Install ingthe program
First, the program must be installed completely.

For program installation, Beckhoff provides the following installation program
TC31 -Full -Setup.3.1.4020.0.exe

By calling up the program, the program is installed automatically.
Please follow the instructions and complete the installation

17.2. Creating a new project / Creating a new EtherCAT network

First, the program  TwinCAT3 must be started. = The program TwinCAT3 can be started via
the start menu

START ->Beckhoff ->TwinCAT3

Afterwards, a new project (a network) can be created via the following path:
File -> New project -> TwinCAT XAE Project (XML format)

For this project, a name and a memory location must be specified.
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17 TwinCAT3

The following window appears

0 SOC - SCU - Microsoft Vil Studi

FIE EDT VEW PROECT BULD DERUG TWINCAT TWISAFE PLC TOOLS SCOPE  WINDOW  HELP
B-o-“@H % <] b atach. - Release - || TwinCAT AT 654) | 8 cRsREeED-

BB G W <Lk o

Saluion Explorer

w|e-8| &~

1 K L P = & x

1 Sotion S0C - SCU' 0 project
4+ % soc. scu
v srsTen
& Monon
Hac

B SaFETY

Cos
+ @uo

4 4viamings | 6 9 Messages
Oescrption
41 200m61 1 (EherCAT)
02 2omsn
03 207ms 15018
0+ 207ms 111509128
A5 22070611160

Fig. 44 starting TwinCAT

Please insert the real -time capable device s, and check the insertion via the menu
TWINCAT -> Show Realtime Ethernet Compati ble Deviceseée

0] SDC - SCU - Microsoft Vil Studio T Quick Launch (C1-Q Pa & x

FLE EDIT VEW PROECT BULD DEBUG TWINCAT | TWINSAFE PLC  TODLS SCOPE  WINDOW  HELP

co|B-me-t P B Aceats Configuistion - [ TemCAT BT 164) -|| RrpeacE@-,
b0 A2RE| ™ [l e
pr——
Solution Explorer =
G- &= =
51 Schubion S0 + SCU" {1 project] q

4 G@soCe scu

bl srstem
& MoTON ®
B, Y ——
- Upbet rmard RO
vo e Bthermet Cormyuidic Dexices..

3, Mappings

Fig. 45: TwWinCAT 1 Gerate einfugen [TwWinCAT - insert devices |
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17 TwinCAT3

Please, first insert the EtherCAT Master.

Toinsertthe Et her CAT Mast er, uwmeuel/Ot-lGerdteo @it m b p gidsert néw 1/O
devices] via the following menu

I/O ->Devices click< right mouse button > -> Add new items

There, please select the Master assembly

Then the following window appears

0] SOC - SCU - Microsct Visul Stutic i Launch (ch Ao s x

FIE GO VW PROKCT BULO OGSUG TWINGAT TWINSARE P TOOLS SCORE  WINDOW  HELP
-ol@-a-tiae - @ -] b e - Relemse || TwinCAT AT s ]| 2 Bl-F3-EYY 1-E

B B2XE ® o 3

Solution Explore

@ e-d| s -

1 Solution SOC + SCU (L project)
+ Glsoc-scu
bl srsTem
& vomon
Hnc

Fig. 46: TWinCAT - Master einfigen [TwinCAT 71 insert Master]

To insert EtherCAT Slaves (e. g. the assemblies manufactured by BBH), please use the

menu

/O ->Devices ->Devicel (EtherCAT) click < right mouse button > klicken ->A dd
new items  -> BBH Products GmbH ->SCU ->SCcuU

SDC + SCU - Microsof Vsual St

colB-o-oEd e <@ | b Ansch. - Ralemse =] TwinCAT AT 04y || msReseRD-,
b E B 2RE| ™5 <o
Solutien Exploresr

Qe -8 F=

Device 1 EtherCAT) EherCAT |-
k% | £

1 Salution SBC + SCU' (1 project)
Dasica 1 (Ethert

4 Qllsocescu .
bl svsTEM e SMDS_NOT_DIS:
i MoTion @ 86+ Ao Gk :
i sty . TD*Devie1n
i Fabe

=+ 85 Becknot Automanon Gt & Co. K6
Yo
1 b EtherCAT Irfiasiruchuse components
3 B Erene o Moo
o8 -

Fig.. 47: TwinCAT 1 SCU einfugen [TwWinCAT - insert SCU]
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17 TwinCAT3

To insert additional EtherCAT Slaves, please use the menu T as shown with the example
LTi-Servo One CM i axle module

I/O ->Devices ->Devicesl (EtherCAT) click < right mouse button > -> Add new
items -> LTi DRIVES GmbH ->ServoOneCM  -> 3 Axis module

The selected module is parametrized by inserting
To insert @S| otassémbly, pleasekdoub& Click> on the SCU assembly.

Select the Slot table and afterwards 10 Bytes In /10 Bytes Out in Slot 1, Slot2 and

Slot 3.

o) SOC - SCU - Microaft Vs S T o Laomch <o I
FLE DT VIEW PROKCT BULD DESUG TWINCAT TWMSAFE PIC TODLS SCOPE WINDOW HELP

col@-m-tuad Al - @ - b Atach - Releziz -] TwinCAT A7 664) -] 2 msmzero-,
B2 RG] 5 [ o

» - Genel | BiwCAT | Process Data] 5% | Sariup | Caf -Onine | Geins nscu
Search plorer (Cuk o- ; EIEE
51 Soluticn SOC  SCU (1 project) o iy Modidert 2 Mocieidert Dmscipson S~
4 gl - scu B WBees n10Bes O OMIODNSZ05 00008192 FSoE Message Encacmbar 5B/16 Bites MNomel  Bax 10500}
bl svsTem 5o 2 108pes h10BRssO  OxDO00R205 0000200 EL1504 750 Memmage Disbied  SMDS_NOT_DISA
+ & vomon 5o 0 Bpes h10BREOL  Be00D5205 X Q000201 ELZS04 FSof ey
o B NG Tk 50 5 ¢ 12 Btes 2Bea Ot (XOODORZ2  FSoE Message 2 s 12 Bes Ot S A—
55 BREBtes n/dBtes Ot (KD00DE20)  FSoE Message 8 Bytes in/d Byses Out
[ B 22 Btes /B Bytes Ot (xO00DR204 FSoE Message 22 Bytes 1B Bibes Ot
0 5o 7 {010 Bytee in/10 Bytos Out DeDOOOE2NS  FSoE Wessage 10 Bytes in/10 Bytes Out
e o 0712 Etes 2 Btes Ot KO0DOG206FSo Massaga 126y B B ot
sy
5 10
s 11
ez
s 1
i
50 15
5o 16
o 17
4 [0 Module 1 (10 Bytes In/30 Bytes Out) Cumrioad SciCly 02¢) [ Grese proect weche pbL |
B 10 Bytes Out
: - e Marnt Gnline Type Sae sAddr. IOmt Ul Unkedto
&  Fsoe FOESIC. 10 00 g 0
4 [l Module 2 (10 Bytes Inf10 Bytes Out) * FS0E FSOEXC... 10 00 gt 0
b D 10Bytes Out # Fsoe FSOEXC. 10 00 kg 0
' # Fsoe FSOEIHD. B0 10 kg 0
b W0 # Fsoe FSOEIHD. B0 850 kg 0
b # rsoe FOETHD. B0 190 g 0
5 0 Module 3 10 Bytes 10 Btes Out) # SIMC Gutputs UNT 8D 190 ke 0
) # SCU Staus Word umT 50 e 0
# Bytedund BTE 0150 e 0
# Bytedunl BTE 010 e 0
 Bytedun2 BTE 0 150 e 0
 Bytedun BTE 10 160 lpa 0
# Bytedunt BTE 0150 pa 0
# Buascies e w0 e 0
Erver List 7
T & a ages corch »
. Descigtion Fil [ Comn Project
fule 2 (CSP [B])
dule 3 (C5P [8])

Fig .48: TwWinCAT i 10O devices

The respective  Slots are parametrized via
I/O ->Devices -> Drive 2 (Drive) < double click > -> Process Data Tab ->PDO
Assignment
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17 TwinCAT3

Setting as EtherCAT Slave with

B¢ SDC + SCU - Microsoft Visual Studio

FILE EDIT VIEW PROJECT BUILD DEBUG TWINCAT TWINSAFE PLC TOOLS SCOPE  WINDOW  HELP
io-o|B-o-2E | XEAa]2-C -] » Atach. - | | Release '@
i B BZRE| @ <o - =8 -] 1|6 & @
SDC+SCU + X
CO@ - k- | General | EtherCAT [ DC | Process Data [Siots | Sta
Search Solution Explorer (Ctrl+a) P Sync Manager OO List
‘ L"O - SM S Ty Fi Indt Si
a 4% Devices zZe ype ags INdex: ize
4 === Devicel (EtherCAT) 0 512 MbxOut 1400 130
+ mage 1 512 Mbxn 1600 170
+8 Image-Info BIATD 150
b2 Synclnits 3 5 npus 1610 170
b s £ X Swm | s e
@ o © T s BT 120
4 B 8ox1 (SCU) BITED 230
4 (% Modulel (10 Bytes In/10 Bytes Out) BdBER 10
4 171 10 Bytes Out . v leame 10
b & FSOE mammemnn
4 PDO Assignment (l1C12); PDO Content ((12
: b‘;?st;?n []0x1600 Index  Size
[#] k1610
b cmezu 606100 10
4 [ Module 2 (10 Bytes In/10 Bytes Out) Flx17Fo 604100 20
4 1710 Bytes Out DE;?EB Wg‘; jg
» P& FSOE g:ﬂ;g [x60BB:00 40
4 B 10ByptesTn E‘_“j?g’j SeEhi o0
D.E' FSOE [E]17EA
[3
4 g Module 3 (10 Bytes In/10 Bytes Out) Download | Predefined PDO A
4 1110 Bytes Out PDO Assignment [load PDG irfo fror
X b 4 FSOE [¥] PDO Configuration e
4 [H 10 BytesIn
b M FSOE
[ ] Name Online Type
4 B Module 21 (Slave Process Data Mo(?ules] #] ModesOfOperat... USINT
Fig. 49: TwWinCAT i 10 device s
There, the following settings must be made
[General | EtherCAT [ DC__| Process | | General | EtherCAT [ DC | Process | | General | EtherCAT | DC | Process | | Genersl | EiherCAT [ DC__| Process
Sync Manager: Sync Manager: Sync Manager: Sync Manager:
SM Size Type Flags SM  Size Type Flags SM  Size Type Flags SM  Size Type Flags
D 512 ModOut 0 512 MbodOut 0 512 MbodDut D 512 MubdDut
1 512 Mbxin 1 312 Mbxln 1 312 Mbxln 1 512 Mbxin
2 51 Outputs 2 5 Outputs 2 5 Outputs 2 51 Outputs
3 57 Inputs 3 57 Inputs 3 57 Inputs 3 57 Inputs
4 12 Dutputs 4 12 Outputs 4 12 Outputs 4 12 Outputs
5 72 Outputs 5 72 Outputs 5 72 Outputs 5 72 Outputs
3 72 Inputs & 72 Inputs & 72 Inputs & 72 Inputs
4 » 4 3 4 3 4 b
PDO Assignment (B1C13): PDO Assignment ((<1C14): PDO Assignmert ((e1C14): PDO Assignment (B1C16):
[ 1A00 ] 1600 ] 1600 [C10x 1400
@ x1A10 [C] 1610 [C] 1610 Clociat0
01420 [C] 1620 [C] 1620 CloxiaZ0
[E]0x1BED V] B 17F0 [¥] 1770 @] 0x1BED
[]0<1BER [ B 17ED [ B17ED [#]0x1BES
< 1BE1 [C]Re17ES [C] Ge17ES [0 1BE1
[]0<1BES O17E1 O17ET [7]x1BES
[0 1BE2 [C] & 17ES [C] &17ES [@]0x1BE2
[F]0x1BEA [ Be17E2 [ tx17E2 [¥] 0 1BEA
[EB17EA [ x17EA
Fig. 50: TwinCAT 1 setting Slaves
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Setting as EtherCAT Slave with BBH

17 TwinCAT3

The linking of  the inputs and the of the outputs of the two devices must be set as follows
Inputs from Box 1 (SCU) < -> Qutputs from Drive 2 (Drive)
Outputs from Box 1 (SCU) < -> Inputs from Drive 2 (Drive)

- 7 Amach Varisble FSOE fInput] =) 2R Moduie 1 10 Byees a0 Byees Oty
- g o s
8 Uniet
e L] Used and unused "
= E + W WB

b FsOE

v mrouata
4 [ Box1 (SCU)
4 B Modulel (10 Bytes In‘L0 Bytes Out)

41 10 Bytes Out

M Change Link.. 8 Bon (STU) ‘E*MWDW‘ P
Clear Linki9) W FSDE 5 OB 71.0,FS0E_DASOSEA[230) s 4 [0 Module 200 Byt TnA0 Bytes Ot
1S, M FSOE o OB 950 FSOE_DABDSEES (230 I Shom Tookes a 10 Bytes Oue
P & FSOE > 01190 FS0E DADRIIY Sontaadduss v # P
IE — - Shon Vit Tpms .
Take Name Over from linked Variable O EET R e T g
Move Address. ® FSOE > 0D R0 FSOC TMDIEX AN 2 e m. = L
) 4 M3 00 Btec 20 By ot
53 Online Write.. [ o ety .
Online Force. e 4
Cortenss > Wi
Release Force Shom D s m
4 B Mol 2 (siveProcess Dus Mo
¢ £ AddtoWatch - h srerto- et i
b Hard e
X Remaove from Watch o
b Master-to-Master Communication Inputs = .
b [l Master-to-Master Communication Inputs «.m Outa Modec) =

Fig. 51: TwinCAT - linking

The SCU assembly is inserted via the menu
SDC +SCU ->SYSTEM ->Tasks ->Add New ltems

Solution Explorer

cCo@ e-a| s = E

Search Solution Explorer (Ctrl+ ) P~
a1 Selution 'SDC + SCU' (1 project) -~
4 gl sDC+ScU

4 SYSTEM
¥ License
b @ Real-Time
k= Routes

TcCOM Objects
P @%lonw : Neme Lx J
b [E] NC-Task1 saF e
PLC
SAFETY
C++ @ TwinCAT Task With Image
4 Fvo
4 L Devices
4 = Devicel (EtherCAT)
8 Image
8 Image-Info
2 SyncUnits
Inputs
B Outputs
& InfoData

() TwinCAT Task

v v v v
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17 TwinCAT3

Setting as EtherCAT Slave with

Solution Explorer

SDC+ SCU + X

b | o-a &= Task | Online | Parameter (Onling)
Search Solution Explorer (Ctrl+ ) P~
[ Solution 'SDC + SCU' (1 ) Name: Task 4
faJ Solution * + {1 project —
4 ol spc+scu [¥] Auto start
4 ﬂ SYSTEM [ Auto Priority Management
¥ License Priority: 1 <
b @ Real-Time | =
icks: 1 = 1.000
4 B Tasks Cycle ticks: 1] ms
4 [E Taskd Start tick {modulo): ] :
j,, Image [T Separate input update
Inputs Pre ticks: 0 .
B Outputs
5tz Routes [ Waming by exceading
Ii‘ TeCOM Objects Message box
4 MOTION y
b NC-Task 1 SAF Watchdog Cycles: [
PLC
SAFETY Comment:
[fed c++
4 Hvo
Fig. 52: TwinCAT i insert SDC
SDC +SCU ->SYSTEM ->Tasks ->Task4 ->Inputs

-> Add New

Fort: | =

Object Id: (02010040
Cptions
[ Disable

[ Create symbols

Include extemal symbols

|| Edem sync

Floating point exceptions

Items

Selution Explorer
f | o-a & = Name Online Type Size >Addres:
Search Solution Explorer (Ctrl+ ) P~ Insert Variable h
3] Solution 'SDC + SCU' (1 project) =
4 il spc+scu General
4 ﬂ SYSTEM Mame: War 951 Multiple: 1 2
A License - _ -
b @ Real-Time Start Address: Byte: 0 =1 Bit 1] =
[] Show &1
4 % Tasks
4 [ Taskd
)E Image Data Type »Size Mame Space |l
T eee—— | -
B Outputs ARRAY [0.0]0F BYTE 1
stz Routes BITE 1
[&@] TcCOM Objects BOOL 1
4 [ moTioN RN 1
b NC.-Task 1 SAF E_AXE000_P_0275_ActiveFeedbackénd.. 1 AXE000
0 PC SINT 1
= LISINT 1
SAFETY DPYZ_TIMESTAMPSTATUS 2 10
;;* E_AX5000_P_0150_Corrector 2 45000 -
4 |7
4 " Devices
Fig. 53: TwinCAT - Task
The parameters are set via
SDC +SCU ->SYSTEM ->Tasks ->Task4 ->In puts ->Var961 -> Change Link.
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Setting as EtherCAT Slave with BBH

17 TwinCAT3

S WA N || - | 1 [ - =
Solution Explorer v ax =
GS' ©-al| &= Variable | Flags | Online
Search Solution Explorer (Ctrl+d) P -
Name: Var 561
R Solution 'SDC + SCU' (1 project) -
4 ol sDbC+s5cu Type: BYTE
4 | SvSTEM Group Inputs Size 10
¥ License
b @ Real-Time Address 0 {x0) User ID: 0
4 & Tasks Lnked o,
4 [21 Taskd4
jg Image Commenrt:
4 Inputs
<@ Var 961
W Outputs
=f= Routes

[&] TcCoM Objects
4 MOTION

Zﬁ@ NC-Task 1 SAF ADS Irfo: Port: 301, IGm: (3040040, I0Fs: (20000000, Len: 1
PLC
SAFETY
[l c++ Full Mame: TIRT Task 4 Inputs™Var 361
4 [FHvo
4 %L Devices -
4 =% Devicel (EtherCAT) i Attach Variable Var 961 (Input) ==
*2 Image
*8 Image-Info Search: Show Yariables
-
:Z = f':’:;im“ S ConCaupingstoels] ) 08 1151 0. MCHC Y
e amCouplingState[6] > OB 11820, MC. NC, [ Exchude disabled
b @ Outputs & CamCouplingStatel7] > 0B 11830, M HC
b @ InfoData & N}é v - Exclude other Devices
4 [ Box1 (SCU) -4 Devices =) Exclude same Image
4 [ Modulel (10 Bytes In/10 Bytes Out) - Deviee 1 [EtherCAT) M) Show Tooltips
a 10 Bytes Qut =g Box 1[SCU) [ Sort by Address
% FEOE > IB 00, FSOE_SOCDOTIE [1.0] )
N b FoE %] FSOE > IB 0.0, FSOE_S0CDO0716 [1.0] Show*arizble Types
%] FSOE 1B 0.0, FSOE_S0CDO716[1.0] [Z Matehing Type
4 [ 10BytesIn ) Matching Size
b M- FSOE - ByteQut1 > IB 154.0,BYTE [1.0] [T 0 T ume
[ ] %] ByteOut2 > 1B 1550, BYTE[1 nI ByteOut 0 . Functional Outputs . Module 22 (Slave Process Data
4 B Module 2 (10 Bytes In/10 Bytes Out) # ByleQut3 > |8 196.0, BYTE [1.0]
“ 10 Bytes Out %) Bytelutd > 1B 157.0,BYTE [1.0] Uik
b FSOE %] ByteOut5 > IB 1580, BYTE [1.0] — | [C] Continuous
N # ByleQut6 > |B 159.0, BYTE [1.0] H [Z] Show Dislog
%] ByteQu7 > IB160.0.BYTE [1.0] -
“ D‘;"E‘F’:SSEI" I #1 ByleDut 8 > I8 161.0,BYTE [10] firbelare I
- ButeQutd > IB162.0.BYTE [1.0] [ Hand over
b #] ByteOuti0 > 181630, BYTE [1.0] [7] Take over
4 [E6 Module 3 (10 Bytes In/10 Bytes Out) #] ByteOut11 > 1B 164.0, BYTE [1.0] -
4 10 Bytes Out <[ n ] » Cancel ok |
b % FSOE

Fig .54: TwinCAT connection

Setting the time ~ parameters
I/O ->Devices ->Device 1 (EtherCAT)
In the adapter table, the value for the Freerun Cyle mustbe setto 1ms.
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17 TwinCAT3

Setting as EtherCAT Slave with

FILE EDIT VIEW PROJCT BULD DEBUG TWINCAT  TWINSAFE
,J-H(,ETJ | = & | B Attach

o [Release | [TwinCAT RT 064) -] e [

PLC TOOLS SCOPE WINDOW HELP

MR- 1Y =R

% = | ErEicER -
SDC+SCU & X
G o-d| &= [ General | Adapter | EiherCAT | Onine [ CoE-On
Search Solution Explorer (Ctrl+u) P~
Network Adapter
131 Solution 'SDC + SCU' (1 project) osmps f—
4 i sDC+scU - -
@l svSTEM Desorption: Intemal_Laptop_Port_used_for_cx_bechlf (TwinCAT-rtel PCI B
4§ Licerse Device Name: \DEVICE\(8830AB6E-E95E-4F5E-9611-FC544D452686)
b @ Real-Time
4 B Tasks PLI Bus/Slat
A B I:‘I“ MAC Address 507 3d 43391 Compatbiz Devices.
2% Image
4 Inputs IP Address: 192.168.39.11 (255.255.255.0)
&1 Varsel ] Promiscuous Mode fuse with Wirsshark onl)
Qutput:
= RD:ES e ] Vitual Device Names
[&] Tecom Objects .
[ MoTion ©) Adapter Reference
I pic Adapter
SAFETY
Cor Freenn Cycle s 1 o
« @ro
4 2 Devices
4~ Device1 (EtherCAT)
% Image
ae Number Box Name Address  Type InSize  OutSize  E-Bus(m..
2% Image-Info
b oA B Box1(5CU) 1001 scu 140 1220
2 SyncUnits
b Inputs =2 Drive 2 (Drive) 1002 Drive 1290 1350
b Outputs
b InfoData
b fEB Boxl (SCU)
b == Drive 2 (Drive)

4 &7 Mappings
7% Device 1 (EtherCAT) 1 - Device 1 (EtherCAT) 1
57 Task4 - Device 1 (EtherCAT) 1

(il3

Fig. 55: TwinCAT

Finally, please reload the device, and activate

das FSoE-Net zwer k

Y | 3 0Emor | A 2Wamings | @ 6 Messages | Clear

Error List

Description File Line
22.07.2016 14:08:45 032 ms | Device 1 (EtherCAT): Frame returned -» force reinitialization!

22072016 14:08:47 539 ms| ‘Box1 (SCU) (1001)' Communication re-established

22072016 14:08:47 541 ms | 'Drive 2 (Drive] (1002)' Communication re-established

22072016 14:10:38 106 ms | Device 1 (EtherCAT): Frame missed 10 times (frame ne. 0)

2207.2016 14:11:37 036 ms | Device (EtherCAT): Frame returned -> force reinitialization!

Error List [T

T time parameters

Free run aktivieren, wenn nun Danach lauft

(ARUNA) und die Gerate m¢ssen i

Fig. 56: TwinCAT i RUN

082K E @ Lo | | | EEE - -
Solution Explorer ~ 1 x e =
@ o-d| &= apter | EherCAT | Orline | CoE -Crine
Search Solution Explorer (Ctri+) P~ etwork Adsprer
& 5;';‘[')0(" 5;‘(2‘ SCU'(L project) @OSMDIS)  @FCI ©) DPRAM
‘G .
o svsTem Descrptian Intemal_Laptop_Port_used_for_cx_bechoff (TwinCAT-itel PCI &1
]
.o ;'“‘”;E Device Name:  \DEVICE\[6890AG6E E9SE 4F5E 9611 FC544D452686)
cal-Time
Lo Pt
4 & I:s;q MAC Address: 507 9d 436391 Compatible Devicss.
4% Image
o B pe P Address 182.162.35 11 (255.265.255.0)
) Var961 7] Promiscuous Mode fuse wih Wireshark arly)
Outputs
. ? utputs 71 Vitual Devics Nemes
outes
[ TccoM Objects © Adapter Reference
Adapter
Freoun Gycle (ms) 1 z
« Evo
4 %2 Devices
4 =3 Device 1 (Ethes
¥ Image i i
g Number Box Name Address Type InSize  OutSize E-Bus(m
mage-info
, 5 sy"fum = Box1 (SCU) w001 scu 140 1220
b nputs =2 Drive 2 (Drive) 1002 Drive 1200 1350
b T Outputs
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Setting as EtherCAT Slave with BBH
TwinCAT3

17

EoOE settings in TWinCAT (EtherCAT  settings )

To carry out the EoOE settings, the virtual Ethernet Switch must be enabled (Enable Virtual
Ethernet Switch):

I/O ->Devices -> Devicel (EtherCAT) -> Open the EtherCAT tab -> Advanced
Sett i n g>sE6E Supprt

8 B2RE| W Loab ) | |

| Genera [ Adepter | EeCAT |Orine | CoE -Grine |
£ ———
Advanced Settings — =)
5 State Machine EoE Support
Master Settings.
b @ ReslTime Slave Seftings Veksol Bhenct Swich Windows Networc
4 i Tasks & Cyclic Frames (¥ Enabie: ] Connectto TCP/P Stack
4 [ Toska & Distributed Clacks M Pots 3 3 Windows 1P
2% Image I MaFames: 120 5] Pt 1
4 T Inputs Redundancy
& varoet + Emergeney Mo MACKs: 100 3 Changes equee system rebost!
Outputs & Diagnosis
=) Rn:g " N BneCAT Maibax Gateway
TcCOM Objects [ Enabie: o0 0.0
= MoTION
@rc
) sarFeTY
Eo
+ @wo ’"
4 Devices \
4 = Device (EtherCAT) —
3% image ™
 Image-Inf
b2 Synclnas L
b Inputs =2
b W Outputs
b @ InfoData
b Boxd (5CU)
b & Drive2 (Drive)
4 & Mappings
77 Device1 (EtherCAT) 1 - Device 1 (EtherCAT) 1
?) Taskd - Device 1 (EtherCAT) 1

Fig 57: TwinCAT i EOE settings

Then setthe IP  ports :
/O ->Devices ->Devicel (EtherCAT) -> Drive 2 (Drive) and Open the EtherCAT
tab-> Advanced Se-t>MailbogEo&

Gene| EheCAT DG [ Prooess Data | Sots | Siatup | CoE - Onine | Onine:
Search Solution Explorer (Ciri={) A
e Thamodke
527 Solution'SDC ~ SCU' [ project) -
4 @socesu Froduct/Aevson: 131082/ 65536
P ERED hiokchd  FRFE
:L‘(E"* [ — L 1 I
b @ RealTime q = 2
Advanced Settings
. BT — g Internet Protocol Version 4 (TC/TPe) Properties ;
o BaTesks Frevius Far  Genersl Eof o E
¥ image o Mailbox _
4 i Inputs iCoE Vil Bhemet Port Janed automaticaly i your netmark spports
F Vard6l Bk Vel MAC G 201510 0Bea o e st pour reer smrter
- s o Dot Cock - IP address Slave
2 Routes 5 ESC Access ,
= E @ P ot _ —
TeCOM Objects b -
- Usethe Padess:
MOTION O DHCP @ Folaning
Enc O/ Addse 192.168.39 . 5 Paddress: 12,18, 3 .1
%Wﬂ\‘ Scbret Mask: 255 255 25510 Submetmask; 255,255,255 0
[
. El,o Defaut Gateway:  192.168.39 11 Default gateway:
4 % Devices DN Seever:
4 % Devicel (BhesCAT) DS Name: Tive 2_Deve._ i DI maticch
!E ik s T Stz Fecueced ]
8 mageTnfo - ETme
P # ModesDfOperat | .
b 2 Syncnits
Lo # St TCP/IP setting of the
b Outputs :: Dummy-Status
b W foDeta % Dummy-Status 1 h k
= 2 ooy sin] Ethernet networ
b & Drive2 [Dive] 1 Dummy-Stats 1
4 3% Magpings #1 ModesOfOperat |
% Device1 (EtherCAT) 1 - Device 1 (EtherCAT) 1 # StatusWord
&7 Taskcd - Device 1 (EtherCAT) 1 %1 Dummy-Status - R
e T S e o I

Fig 58: TwinCAT i IP ports
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17 Setting as EtherCAT Slave with BBH
TwinCAT3

Afterwards, the pinging (testing) of the Slave carried out (with FSoE being enabled)
RUN ->cmd ->ping 192.168.39.5

B-a-t WX F = =] poatach v Release = | [TwinCaT AT (54)

]| 2 JRmsrmsera-.
i B2 X & @5 ot

SDC~5CU & X

@ o-0| &= -
Search Sokution Bxplorer (Ctr p- B CWindows\system32icmd exe B
1 Solution SDC + SCU' (1 project]) No Addr Name Siate CRC
4 glsocescu 1 1007 Box 1(STU) oF 0.0

4 il svstem =2 1002 Ovve 2 (Drve) or 0
A License

General | Adsptes | EhesCAT | Onine | Co -Orine

b @ RealTime
4 B Tasks
4 B Taskd
*® image.
Inputs
& Var961
W Outputs.
i Routes
TeCOM Objects Actus Siate op
= MoTIoN =
k ( L d Fames o
@rc | (Pre0p ) (S=0p) [ Op | SendFa 2837
g sareTy CearCRC__| (_CoaFames | | Fomee/sec >
i L £ Lost Frames 0
P Tu/Rx Eners ]

:
|

==yg

Number Box Name. Address Type InSize  QutSize
9 Image-Info "
2 SyncUnits 1 Bex 1 (SCU) LU T] a0 120

£-8us (m
gt -2 Drive 2 (Drive) 02 Drive @0 130

W Outputs

) InfoDsta

b fm Boxl (SCU)
b 2 Diive2 (Drive)

4 % Mappings
2 Device 1 (BherCAT) 1 - Device 1 [EtherCAT) 1
a7, Taskd - Device L (EtherCAT) 1

Fig 59: TWinCAT 1 pinging of the Slave s

Finally, SafePLC 2 can be connected with the program, if FSoE is enabled.

o = s L P e R

Fig 60: TwinCAT + SafePLC2
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Information for design, BBH
programming, validation and test

RS

Information for design, programming, validation and test
The following information describes the procedure for design, programming, validation and
test of safety -related applications .
The information shall help the user to classify all steps from risk analysis to the system
test, to easily understand these steps, and to apply these steps

18.1. Risk analysis
In principle, the manufac  turer of a machine must warrant the safety of a machine he
manufactured or delivered. For safety evaluation, the respective valid relevant directives
and standards must be consulted. The objective of the safetyreview and of the measures
resulting thereof must be to reduce danger to persons to an acce ptable level.

Risk

Risk without safety

Residual risk measures

Necessity of
minimum

Actual risk reduction

Fig 61: risk analysis

The risk analysis must  consider all operating conditions of the machine, e. g. operation,
setting -up and maintenance or installing and decommissioning as well as forseeable
misuse of the machine.
The necessary method for risk analysis , and the measures for risk reduction are co ntained
in the relevant standards, e. g.
1 ENISO 13849 -1 Sicherheit von Maschinen
1 ENISO 61508 Funktionale Sicherh eit sicherheitsbezogener e/e/p E -Systeme .
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Information for design,

18

programming, validation and test

Risk evaluation according to EN ISO 13849 -1

PL

Niedriger Beitrag zur
Risikoreduzierung
P1 a
F1 22
o P2
s1 -
- P1 = b
>
P2
Starting point b =
-— P1 [+]
F1 =
L
P2 o
- P1 d
52
F2 Pz
e .
] High
F contribu

Fig 62: risk graph according to EN 13849 -1

Risk evaluation according to EN ISO 61508

S i Serve physical injury
S1 = minor , reversible injury
S2 = severe, irreversible injury

F 1 Frequency and /or duration of
Exposure to danger

F1= rarely, not cyclic

F2 = frequent ly up to permanent and

/or long duration , cyclic operation

P 1 Possibility of risk prevention

P1 = possible, slow movement / slow
acceleration

P2 = hardly possible, high

acceleration in

the event of fault |

|- - T T T T T T T T T T T T T T T T T T 1| Ws Wz W1
|
| Ca Xy |
| > | a — —
| |
| |
| |
| X, |
! _ > | 1 a
Starting point I A :
Estimation of : c o |
. X
risk I & A 3y | 2 1 a
.—l— F !
| & Pa |
| |
c P X |
I e A e R 2 L
| |
[ : P |
| |
P [
I Fa Xg 4 3 2
| C, |
| P, |
| |
| Fo X |
| PB 6 > | b 4 3
| |
| |
- = no safety requirement
C = Risk parameters of the effect a = No special safety requirements
F = Risk parameters of the frequency of the dwell time b =asingle E/E /P E S is not
P = Risk parameters of the possibility to avoid the sufficient
dangerous incident
W = Probability of the undesired event
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Information for design, BBH
programming, validation and test

RS

The risks to  be considered are also con  tained in the relevant directives or standards, or
rather, the risks to be considered must be considered separately by the manufacturer due
to his specific knowledge of the machine .

For machinery put into circulation within the EU, the minimum risks to  be considered are
specified in the EU Machine Directive 2006/42/EG , or rather, In the lastest version of this
directive.

Further information concerning risk evaluation and the safe des ign of machinery is
contained in the standards
1 ISO/TR 14121 -2 Safety of machinery i Risk assessment
1 EN 12100 Safety of machinery 1 basic concepts.

Measures applied to reduce identified risks must be at least on the same level as the risk.
Such measures and the requirements  for these measures are exemplified in the directives
and standards mentioned above.
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18.2.

Information for design, BBH
programming, validation and test

Necessary technical documents

Various technical documents must be supplied by the manufacturer.

Their minimum scope is also included in the relevant directives and standards.

For example, according to the EU Machinery Directive, the following documents must be
supplied ata minimum:

1. The technical file shall comprise the following:
a) a construction file including:

a general description of the machinery.

the overall drawing of the machinery and drawings of the control circuits, as
well as the pertinent descriptions and explanations necessary for under-
standing the operation of the machinery,

full detailed drawings, accompanied by any calculation notes, test resuits,
certificates, etc., required to check the conformity of the machinery with the
essential health and safety requirements,

the documentation on risk assessment demonstrating the procedure fol-

lowed, including:

1) a list of the essential health and safety requirements which apply to the
machinery,

iiythe description of the protective measures implemented to eliminate iden-
tified hazards or to reduce risks and, when appropriate, the indication of
the residual risks associated with the machinery,

the standards and other technical specifications used, indicating the essen-
tial health and safety requirements covered by these standards,

any technical report giving the resulis of the tests carmried out either by the
manufacturer or by a body chosen by the manufacturer or his authorised
representative,

a copy of the instructions for the machinery,

where appropriate, the declaration of incorporation for included partly com-
pleted machinery and the relevant assembly instructions for such machin-
Ty,

where appropriate, copies of the EC declaration of conformity of machinery
or other products incorporated into the machinery,

a copy of the EC declaration of conformity;

b) for series manufacture, the internal measures that will be implemented to
ensure that the machinery remains in conformity with the provisions of this
Directive.

Fig. 63: technical documents according to the Machine Directive

Source : BGIA Report 2/2008

The document s must be easy to understand, and they must be written in the respective
national language.
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Necessary steps i design, realization and test

The implementation of plant components requires special diligence with respect to design,
realization and test.  Also for these aspects, guidelines are contained in the relevant

standa rds (cf. EN ISO 13849 -2 or rather, EN ISO 61508).

The effort for the implementation of plant components depends on the complexity of the

task for plant components with safety functions.

When it comes to realizing such functions by means of safety -relevan t control functions
and safety -relevant monitoring functions, t he SCU series offers efficient support in the
form of the systembs ar chi t4daccardingte HENISOc1B84G €ely, bndr e cat
above all in the form of the programming language and in t he form of tested safety
functions. Programming takes place in FUP (function - plan oriented programming). FUP is
the form of programming that is recommended in the safety standards. Furthermore, FUP
meets the requirements of a programming language with a li mited language range (LVL)
for which essentially there apply simplification in documentation and in the test range.

In every case the single steps require careful planning and analysis of the methods and

systems used. The particular steps must be documented in a well comprehensible way.

V model (simplified)

The implementation of safety -related function requires a structured method as it is
exemplified in the V model that is recommended in the relevant standards. Subsequently,
the method in case  of applications with assemblies of the SCU series is exemplified:

Specification and
Specification of the Overall validation of

validation of all
safety measures the safety measures
safetv measures

‘\ / Functional safety

Specification of the Testing of the functional

functional safety safety system by means of i
FIT (Fault Injection Test) testing

Specification and

system

Testing of correct
programming and
parameterization

Specification of the

softwar e/ safety Specification and
functions for the Inspection of the testing of the
functional safety system : "
implementation ) software
Software by analysis ~ FUP
Specification of the Inspection of the implementation . )
hardware for the Hardware by analysis ~ System Specification and
functional safety system structure / components / circuitry testina of hardware
Har‘d and software Realization
design
Fig. 64:V model
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Phas es of the V model

Name

Specification and
validation of all
passive safety
measures and of all
active safety
measures.
Specification of the
functional safety
systems

Specification of the
software / specification
of the safety functions

Specifiation of the
hardware

Hardware design and
software design

Description

Design phase

Specification of all applicable
safety measures, e. g. covers,
enclosures, max. machine
parameters, safety functions etc.

Specification of the active safety
systems an assignment of the
active safety systens to the risks
to be reduced, e. g. reduced
speed in set -up mode, stop
mode, monitoring of access
areas etc.

Specification of the PLr, or
rather, of the required SIL for
every particular safety function
Specification of the functionality
of the particular safety functions
and definition of the
de-energizing circuit  etc.
Definition of the parameters for
the particular safety functions
such as e. g. max. speed, stop
ramps, and stop categories etc.

Specification of the plant
structure and of the functions of
the different sensors, control
devices, control components ad
actuators with respect to the ir
safety f unctions

Concrete planning and
implementation of the plant
structure /of the wiring.
Concrete implementation of the
safety functions by programming
in FUP

Valid ation p hase

Test of all passive safety measures
and of all active safety measures
for correct implementation and for
efficiency

Test of all active safety systems for
efficiency and for observance of the
specified parameters, such as e. g.
correct speed, correct stop,
response of monitoring devices etc.
by means of practical tests.

Priifung der korrekten Umsetzung
der Funktionsvorgaben durch
Analyse FUP - Programmierung
Validation of the application
program and validation of the
paramters by comparison of the
validation repor tto the FUP, or
rather by comparison of the
validation report to the
requirements for the parameters

Check of the correct
implementation of the specifications
Determination of the failure
probability, or rather, determiantion
of PL by means of analysis of the
total architecture and of the

iden tification data of all components
involved, always related to the
particular safety functions

Nil

Table 8: Phase s of the V model
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Specification of the safety requirements

On the basis of the standards to be observed, e. g. product standars, the safety
requirements must be analyzed in detail.

1 General product and project information

1.1 Product identification

1.2  Author, version, date, document name, file name

1.3 Contents

14  Temninoclogy, definitions, glossary

1.5  Version history and changes

1.6  Directives, standards and technical rules relevant to development

2 Functional information on the machine, where relevant to safety

2.1 Intended use and reasonably foreseeable misuse
22  Process description (operating functions)

23 Operating modes (e.g. setup mode, automatic mode, operation of localized
relevance or of parts of the machine)

24  Characteristic data, e.g. cycle times, response times, overrun distances
2.5  Other characteristics of the machine
2.6 Safe state of the machine

27 Interaction between processes (see also 2.2) and manual actions (repair,
setup, cleaning, troubleshooting, etc.)

28 Emergency operations
3 Required Performance Level(s) (PL,)

3.1 Reference to existing documentation conceming the hazard analysis and risk
assessment for the machine

3.2 Results of the risk assessment for each identified hazard or hazardous situa-
tion and specification of the safety function(s) required in each case for risk
reduction
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22
2.3
54

2.5
26

a7

28

2.9
591

Information for design,
program ming, validation and test

Safety functions (information applies to each safety function)
» Description of the function (“input — logic — output™) including all functional
characteristics {refer also to Tables 5.1 and 5.2)

» Activation/deactivation conditions or events (e.g. operating modes of the
machine)

= Behaviour of the machine when the safety function is triggered

= Conditions to be observed for re-starting

= Performance criteria/performance data

= Process (timing behaviour) of the safety function, including response time
= Frequency of actuation (i.e. demand rate), recovery time following demand
= (Other data

* Adjustable parameters (where provided)

» Classification and assignment of priorities in the event of simultaneous
demand for and processing of multiple safety functions

« Functional concept for separation or independenceffreedom of reciprocal
action from non-safety functions and further safety functions

Required information for the SRP/CS design

Allocation of the SRF/CS and the form of technology by which the safety

function is to be implemented; intended equipment

Selection of the Category, designated architecture (structure) in the form of
a safety-related block diagram and description

Description of the interfaces (process interfaces, internal interfaces, user
interfaces, control and display elements, etc.)

Behaviour at switch-on, implementation of the required starting and restarting
behaviour

Performance data: cycle times, response times, etc.

Behaviour of the SRP/CS in the event of component failures and faults
(achieve and maintain the safe state), including timing behaviour

Failure modes of components, modules or blocks which are to be considered;

where applicable, reasoning for fault exclusions

Concept for implementation of the detection and control of random and
systematic failures (self-tests, test circuits, monitoring arrangements, com-
parisons, plausibility tests, fault detection by the process, etc.)

Quantitative aspects
Target values for MTTFy and DCayyg
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5.9.2 Switching frequency of components subject to wear
5.93 Frequency of measures for fault detection

594 Mission time, where different from the assumption upon which the intended
architecture is based (20 years)

510 Operating and limit data (operating and storage temperature range, humidity
class, IP degree of protection, resistance values for shocki/vibration/EMC,
supply data with folerances, etc )

5.11 Generc standards to be applied for design (for the equipment, for protection
against electric shock/hazardous shock currents, for resistance to environ-
mental conditions, etc.)

5.12 Technical and organizational measures for protected access to safety-related
parameters and to SRP/CS characteristics (protection against tampering, ac-
cess protection, program/data protection) and for protection against unauthor-
ized operation (key switch, code, etc.), for example in non-standard operating
maodes

513 General technical requirements and organizational framework for commission-
ing, testing and acceptance, and for maintenance and repair

Fig. 65: safety requirements

Source : General guideline, excerpt from BGIA Report 2/2008 zu EN ISO 13849 -1

Specifi cation of the safety system

Based on the general hazard and risk analysis of the machine, the active protective

functions must be identified and specified.

Active protective functions are, for example, safely reduced speed in certain system
states, monitored stop and standstill functions, area monitoring, processing of monitoring
devices such as light grids, switching mats, etc.

The safety functions must be differentiated in each case and the specific requirements
defined in terms of function and safety level.

Definition  of the safety functions

The definition of  the safety functions must contain
1 Identification of the risk to be covered

1 Description of the exact function
1 Listing of all invol ved sensors, command devices
1 Naming of all control units
1 Naming of the triggered shut - off circuit
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The definition is intended to serve as the basis for the hardware and software design
specification.

The parameters that may be used, such as max. sy stem speed in setup mode, etc., must
be determined for each of the safety functions defined in this way.

Examples of safety functions
0 SF1: STO ( Safe Turn -Off) to protect the plant from a safe start
0 SF2: safe speeds
U0 SF3: safe positions
U SF4: é

Required Performance Level ( PLr) ( additional emergency stop )

Now, the required Perfolrmance Level PL r must be determined from the safety functions
SF1X that have been recognized above.

Schwere der Yerletzung [5]

51 Leichte [Ublichenweize reversible] Yerletzung

¥ 52 Schwere [uUblicherweize ineversible] Yerletzung.

a
b einschlieBlich Tod
151 o . -
b Haufigkeit und/oder Dauer der Gefahrdungsexposition [F)
= .
C

» F1  Selten bis after und/oder kurze Dauer der Exposition

F2  Haufig bis dauernd und/oder lange D auer der
E xpozition

F2 Muoglichkeit zur Yermeidung der Gefahrdung [P
d P1  Moglich unter bestimmten Bedingungen
e

¥ P2 Faum mioglich

Fig. 66: decision path acc . to SISTEMA

Example for SF1: resultof PLr =d (source SISTEMA)
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HESRCRCH Software specification
The software specification refers to the preceeding specification of the safety functions.
The software specification can also be replaced by a n accordingly elaborated  specification

of the safety functions if this specification of the safety function contains all requirements
(cf. the example under 12.3.3.3).

It is recommended to create an extracted list.
This extracted list should contain the fol lowing information
1 Designation of the safety function

1 Description of the safety function

1 Parameter s if available

1 Triggering event/ operating state
1 Reaction/ output

The specification should be  deatailed enough to  be suitable for a later ~ validation of the
programming

18.3.4. Hardware spe cification

In the hardware specification describes the complete plant structure, and especially the
components used within the plant structure together with their specific identification data.

The hardware speci fication serves as basis for the determination of the achieved safety

level . The achieved safety level is determined on the basis of the architecture and of the
identification data of all devices that participate in a safety function.

Furthermore, in  the h ardware specification also the constructive protective measures

against systematic errors and Common Cause errors must be indicated.

18.3.5. Selection of the  SRP/CS and selection of the equipment
For every safety function, the SRP/CS (Safety related parts of control system) must be
selected in a way that is suitable to achieve the desired safety level for every safety
function . In an overall survey of the plant structure, the com ponents with security  -related
functions must be in  dicated, and they must be assigned to the particular safety functions.
The safety indices of the components with security -related functions must be determined.

The safety indices include the following values

MTTFd = mean time to failure (dangerous) = th e mean time until the dangerous failure
occurs )

DC avg = average diagnostic coverage range

CCF = common cause failure, failure due to a common cause
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Foran SRP/CS also the software and the systematic errors must be considered.

Basically, an analysis of the SRP/CS that ispart of a safety function must be carried out
according the the scheme sensor / PES / actuator

—|: Sensor | PES | Aktuator :l—

Consideration of systematic failures

Within the hardware specification also systematic failures must be considered.

Example of measures against systematic failures

Loss of energy during operation: If the loss of energy is dangerous, the loss of energy
must be considered like an operating state.

Measures of systematic failures according to DIN EN ISO 13849 -9, appendix G.
Causes of Measures for the avoidance of failures
systematic failures Appropriate materials and suitable 1
Correct dimensioning and design of shape -|
Al Before commissioning, e.g.: Correct selection, arrangement, |_
- Manufacturing faults ’ Component with compatible operating I
- Fault in development Resistance against determined environmental conditions I
. . . Component in accordance with standard with ]
(incorrect  selection, incorrect
dimensioning, faulty software) | Function test I
- Fault in integration (incorrect INTEGR | |{! Project management, docume  ntation ]
selection, faulty wiring) addi _| Black -Box test

Measures for the control of failures

1 after commissioning, e.g.: Principle of power supply shut __-down I

Draft for the control of voltage related
Draft for the control of environment related

- Power failure/fluctuations
- environmental influences P

- Wear, overloading

Monitoring of program run (in case of I

"Secure" data communication processes

Automatic testing J_
Redundant hardware/hardware —I

- Faulty maintenance

additional

Desmodromic operation mode —I
Contacts with positive guidance/ with —I
Directed failures —|

Over -dimensioning

Fig. 67: Systemati c failures e

Source : BGIA Report 2/2008
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18.3.7. Fault exclusions

If fault exclusions are made for certain devices or for certain plant components, these

fault exclusions must be named and specified in detail.

Fault exclusions can be e. g. mechanical shaft break, bonding of switch contacts, short
circuits on cables, wires  etc.

The legitimacy of the error exclusions should be substantiated, e. g. by references to the
legitimate fault exclusions according to relevant standards, e. g. EN ISO 13849 -1.

If particular measures are necessary for these fault exclusions, the necessa ry measures
must be indicated.

Examples of fault excludions and assigned measures

9 Positive -locking connection in case of mechanical shaft connections

1 Dimensioning on the basis of sufficient theoretical basics in case of fractures of
components of the security chain

1 Forced guidance in connection with forced separation of switch contacts

1 Protected layin g within the switching system in case of short circui ts in cables and
wires, and if cables are laid in cable ducts.
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Hardware design and software design

The stipulations of the hardware design and the stipulations of the software design are
implemented in the design of the proper plant.

The stipulations for the components to be used and for their circuitry that are indicated in

the hardware specification must be observed just as the stipulations for the error
exclusions. The compliance with each of the above stipulations must be ensured a nd
documented by appropriate means.
In the software, also the stipulations of the software specification must be observed and
must be completely implemented.
Furthermore, here the subordinate stipulations for the software concerning safety -relevant
program ming must be observed. Stipulations for safety  -relevant programming are among
others:

1 Clear and modular structure of the program

1 Assignment of the functions to the safety functions
1 Understandable presentation of the functions by
0 Unique designations
0 Unders tandable comments
0 Use of tested functions or tested function block to the greatest possible
extent
1 Defensive programming

18.3.8.1. Testing of the hardware design

After planning is completed, it must be checked if the hardware design complies with the
stipulations indicated in the hardware specification

Furthermore, for every safety function the compliance with the specified safety level must

be checked by means of an appropriate analysis. The analysis procedures are described in
the relevant standards (e. g. EN13849 -1).

18.3.8.2. Analysis of the circuit diagram

The complance with the safety -relevant stipulations must be checked by means of the
switch diagram and by means of the piece list. In particular, the following items must be
checked:
1 The correct circuitry of the components according to the respective stipulations.
I The two -channel structure, if stipulated.
1 The die Ruckwirkungsfreiheit von parallelen, redundanten Kanélen.
1 The use of the components according to the respective stipulation  s.
The audit is to be carried out by comprehensible analysis.
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18.3.8.3. Iterative test of the achieved safety level

The achieved safety level must be determined by means of the circuit configuration (=

one -channel architecture / two -channel architecture / with diagnostics or without
diagnostics ), by means of the device data (according to manufacturer information or
according to relevant sources), and by means of the diagnostic coverage (information by

the manufacturer of the PES or general sources). The relevant p rocedures must be taken
from the safety standard used.

18.3.8.4. Verification of the software and parameters

The verification takes place in two steps

Verification of the function chart with respect to the specified functionality  t
Verification of the function chart against the IL listing (IL = Instruction List) of the
validation report, or rather, verification of the given parameters against the parameters

listed in the validation report.

Verification of the function  al scheme

For verification, the actually programmed function chart must be compared to the
stipulations of  the specifications.

The clearer programming has been structured with respect to the safety functions, the
more efficient is the comparison.

18.3.8.5. Validatio n of the function al scheme against the Instruction List (AWL) and

parameters via a validation report

The programming carried out in the FUP can be compared with the AWL listing of the

validation report.

A step -by-step check is recommended. The check is more efficient if the programming in
the FUP was executed in a structured manner.

After checking of the program, the parameters must be checked and compared against

the requirements in the specification.

18.3.8.6. Execution of systemtests/F IT (Fault Injection Te  st)

For the FIT, the manufacturer must compile a list of  functions that must be tested. This
list includes the defined safety functions as well as error tests to verify the correct reaction
of the SRP/CS to these  faults .
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19. List of abbreviaions

Abbreviation
AC

BBH

CRC

DC

BG
Cat.

CE

CLK
CPU
DC

DIN

[EMU]
[ELC]

EMC

EN
EtherCAT

FSoE

FUP
GND

H / HISIDE
HW

ISO
LED
LOSIDE

O.
PAA
PAE
PELV

PLC

Meaning

Alternating Current
Manufacturer of assemblies
Cyclic Redundancy Check
Diagnostic Couverage

Berufsgenossenschaft

Category according to
EN 13849 -1

Communauté Européenne

Clock
Central Processing Unit

Direct Current

Deutsches Institut fur
Normung

Emergency Monitoring Unit

Emergency Limit Control
Electromagnetic
compatibility

Europ ean Norm

EtherCAT ( name)
Fail Safe over EtherCAT

Function plan
Ground

High Side
Hardware

Input.
Instruction List
Input Output

International Protection

Internation al Organization
for Standardization

Light Emitting Diode
Low Side

Output.
Prozessabbild der Ausgange
Prozessabbild der Eingange

Protective Extra Low Voltage

Programmable Logic
Controller

Comment

Cyclical checksum calculation

Empl oyerds Liabilit)
Association

Architecture category

Symbol of conformity with relvant
EU directives

cycle

German Standardization Institue

Safety function
Safety function

Dat a protocol

Safe data transfer via
protocol

EtherCAT

Ground potential 0 VDC
Positive switching output 24 VDC

List of the commands within the
assembly

Digital input / digital output
Protection class according to the
norm

Electroluminescent diode

Output switching after grounding 0
VDC

Process image of the outputs

Process image of the inputs

Status:
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Abbreviation
POR

SafePLC 2

SCU

SDDC

SDU

SDP
SELV

SIO

SMMC

SSB

SSI
SW

VDE

Table 9: Ab breviations

Meaning
Power On Reset

Program for the
programming of PLC

Safe Control Unit

Safe Device to Device
Communication

Safe Drive Unit

Safe Drive Profile

Safe Extra Low Voltage
Safe 10

Safe Master to Master
Communication

Safe Sensor Box

Synch ronous Seri al
Interface

Software
Pulse output .

Verband der Elektrotechnik

Comment

RESETprocedure

Programming surface for the
programming of assemblie
developed by BBH

FSoE Master assembly to process
encoder data, input data and output
data

FSoE assembly to record encoder

values
Data profile for safe encoder data

Safe (fused) low voltage

FSoOE-Slave assembly to record
digital inputs / digital outputs

FSoE-Slave assembly to record
encoder data from 6 encoders

Pulsed signal

Registered Association of the
Electrical, Electronic and Information
Technology Association
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